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- IN.-THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF TEXAS
FORT WORTH DIVISION ‘

THOMAS E. PEREZ [now
R. ALEXANDER ACOSTA],
Secretary of Labor,

Plaintiff, : . ‘ Civil Action No. 4:16-CV-1057-A
V.

ASSOCIATION OF PROFESSIONAL
FLIGHT ATTENDANTS,

Defendant.

PLAINTIFF’S MOTION FOR SUMMARY JUDGMENT

Plaintiff, the Secretary of Labor, moves for summary judgment on all claims and -
causes of action in his complamt (Doc. 4) against defendant, the Ass001at10n of
Professmnal Flight Attendants (APFA)

Sﬁmmary’i

This case arises vout of an election of national union officers conducted by the'
APFA, for the positions of president, vice president, secretary, and treasurer in January
201 6. The Secretary received a complamt that the election was conducted in Vlolatlon of
federal law reqmrmg, among pther things, that unions elect their ofﬁcers‘ by secret ballot
and that candidates be permitted to have observers at the polls and at the counting of the
ballots. After investigating, the Secretary filed thIs action and now seeks summary

judgment on both counts in his complaint. With respect to count one, the Secretary seeks
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summary judgment on his claim that the APFA violated 29 U.S.C. § 481(a) by using an
electronic voting method that permitted \;otcrs to be linked to their votes. With respect to.
count two, the Secretary seeks Smﬁmary' judgment on his ciaim that the APFA violated
29U.S.C. § 481(0) because the Voting system did not permit observers to verify that
votes were recorded and tallied accurately. In addition, with respect fo both counts, the
Secretary seeks a deteﬁnination dn summary judgment that the violation may haye
affected the outcome of the‘ election. |

Based on the foregoing, and as shown in more detail in the accompénying' bﬁef
and appendix, the Secretary fequests that the Court grant his motion for suﬁ]mary
judgment and enter a judgmg:nt (a) voiding the results of the APFA’s January 2016
elec'tioﬁ for the positions of national president, nationél vice president, national secretary,
and national treasurer, and (b) directing that a new election for these positions be
condﬁcted under the Secrefary’s supervision. Tﬁe Secretary further requests that he

recover his allowable court costs, and further requests general relief.
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Respectfully submitted,

JOHN R. PARKER
United States Attorney

Brnan L. m
Brian W. Stoltz
Assistant United States Attorney
Texas Bar No. 24060668
1100 Commerce Street, Third Floor
Dallas, Texas 75242-1699
Telephone: 214-659-8626
Facsimile: 214-659-8807
brian.stoltz@usdoj.gov

Attorneys for Plaintiff,
the Secretary of Labor

Certiﬁcate of Service
On August _8\_6_ , 2017, 1 served the foregoing document (along with the
accompanying proposed order and proposed final Judgment) on defendant the
Ass001at10n of Professronal Flight Attendants by maﬂmg it by prepald ﬁrst—class mail to
defendant’s counsel of record addressed as follows: ‘

Andrew D. Roth

Bredhoff & Kaiser, P.L.L. C

805 Fifteenth St., N. W., Tenth Floor
Washington, D.C. 20005

@MM W,

Brian W. Stoltz
Assistant United States Attorney -
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I. Introduction

This case arises out of an election of union efﬁcers conducted by the defendant,
the Association of Professional Flight Attendents (APFA). The plaintiff, the Secretary of
Labor, received a complaint that the election was conducted in violation of federal law
requiring, among other thiﬁgs, that unions elect their officers by secret ballot and that
candidates be permitted to have observers at the polls and at the counting of the ballots.
As diseussed below, the elec;cion iﬁ question was conducted by having union members
submit their votes over the internet or by phone to a computer system that contained and
collected information which made it possible to determine howspeciﬁe members
- voted—information such as the membets’ names, IP addresses, and the content of cast
votes. ‘Thisv violated the Statutory ballot-secrecy requirement.. In addition, at the
conclusion of the election, the eandidates’ designated observers were shown only a
projected image of a screen purporting to announce'the election resulfs, and were
' provided no meaningful Way to observe the counting of the votes to determine if they had
* been tallied accurately. ThlS violated the statutory observer requirement.

After conducting an investigation and ﬁndmg probable cause to believe such
violations had occurred, the Secretary filed thls suit. Now on the basis of the V1olat10ns
detailed in this bnef the Secretary requests that the COU,I't grant summary judgment in his
favor and enforce the statutorily-prescribed remedy of voiding the results of the election
and ordering that a new election be run under the Secretary’s supervision.

II. Background

The APFA is the union for flight attendants employed by American Airlines.
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(App. 010-11 (Tab D).!) As a national labor organization engaged in an industry
~ affecting interstate commerce, the APFA is subject to the requirements of the Labor-
Managément Réporti‘ng and Disclosure Act of 1959 (LMRDA), 29 U.S.C. §§ 401 et seq.,
including the LMRDA’s provisions governing the conduc’p of union officer elections. -
(Doc. 4, 19 6-=7; Doc. 16, 99 6-7.%) This suit concerns the APFA’s January 2016 election
of national officers, which was conducted using a remote electronic voting system -
whereby union members cast their votes over the internet or by phone. (Doc.:‘. 4,997, 20;
Doc. 16, 47, 20.) |
A.  The LMRDA’s ballot-secrecy and observer requiréments.

The LMRDA &és enacted by Congress with the intent of ensuring fair and
democratic practices in unions. In the 1950s, Congress investigated the nation’s unions
and found corrqption in union leadership and disregard for the rights of rank-and-file
members. See Wirtz'v. Hoz‘el,‘ Motel & Club Employeés Union, Local 6,391 U.S. 492,
497-98 (1968). (Local 6); Wirtz v. Local 1 5.%, 389 U.S. 463; 469-71 (1968). Through the

: LMRDA, Congress sought to “protect the rights of rank-and-file members to participate
fully in the operation of their ﬁnion through processes of democratic self-govemmem.”

Local 6,391 U.S. at 497. Congress equated the interests of union members in democratic

L “App. _- ” citations refer by page number to the evidentiary materials found in the consecutively
numbered pages of the Appendix to Plaintiff’s Motion for Summary Judgment, which is being filed with
this brief. The parties stipulated to the authenticity of the documents that were obtained or produced in
connection with this case, (see App. 184 (Tab I)), so to the extent documents appear in the appendix that
are not accompanied by a declaration or deposition testimony, the authenticity of these documents has
nonetheless been established by stipulation. ' ,

2“Doc. ;” citations refer to the filings on the Court’s docket in this action, by reference to the numbers
assigned to documents on the electronic docket kept by the clerk’s office. :
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union'elect_iens with the public interest in general, and sought “to protect the public
interest by assuring t}ratunion elections would Be conducted in accordance with
democratie principles.” Id. at 496,

'Recognizing that free and fair elections were essential to union self-government,
Congress mandated Various election safeguards in the LMRDA. Am Fed ‘n of Musicians
v. Wittstein, 379 U.S. 171, 181—82 (1964); Loeal 153,389 U.8S. at 470; see also Wirtz v..
Am. Guild of Variety Artists, 267 F. Supp. 527, 544 (S.D.N.Y. 1967) (noting that
Congress intended that unions conducr democratic and scrupulously fair elections). In
doing so, Corrgress looked to the example'of political elections, with the idea that union
elections should be subject to the same type of safeguards that are commonly employed
in political elections. See Local 6, 391 U S. at 504 (noting that “Congress’ model of
democratlc.electrons was political elections in this country”); Marshall v. Local Union
12447, 591 F.2d 199, 205 (3d Cir. 197 é) (explaining that the LMRDA requires uniens to
“take every reasonable preeaution to ensure that the facilities available for balloting are

| used in a manner similar to thelr use in political elections in this country”)

One of the prmcrpal election safeguards crafted by Congress in the LMRDA is the
requirement that elections be conducted by secret ballot. Pursuant to 29 U.S.C. § 481(a),
a union “shall elect its officers notdless often than once every five years either by secret
ballot among the members in good standing orata convention of delegates chosen by
secret ballot.” The statute defines “secret ballot” as:

the expression by ballot voting machine, or otherwise, but in

no event by proxy, of a choice with respect to any election or
vote taken upon any matter, Wh1eh 1s cast in such a manner
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that the person expressing such choice cannot be identified
with the choice expressed

29 U.8.C. § 402(k). “By imposing the requirement of secrecy Congress me_ant to
eliminate any form of .p‘otential coercion or intimidation Whieh might occur if it could be
learned in any manner how an individual voter had voted.” Baéhowski v. Brennan, 413

F. Supp. 147, 150 (W.D. Pa. 1976). Accordingly, the secret-ballot provision requires
more than s1mply ensuring that ballots can be marked in a pnvate setting shielded from
the view of others; it also encompasses secrecy efter members cast their ballots, including
~ during the eollection of ballots and the Vote-tallﬁng" process. See Reich v. District Lodge
720, 11 F.3d 1496, 1500 (9th Cir. 1993) (explaining that “the LMRDA’s secrecy mandate
extends not only to the.actual casting of ballots but also to any post-voting precedure
designed to determiﬁe how individual upion members voted or would have voted”);
Bachowski, 413F ; Supp. at 1510 (noting that “[t]he requirement of secrecy would seem to
inelﬁde not only the right to vote in secret . . . but also the right to secrecy after z‘he

- ballots are cast,” and that “[a]ny post—ifotiﬁg device by which it caﬁ be determiﬁed how a
particular voter voted would pe a violation of secrecy” (emphasis in original)).

A second voting safeguard in the LMRDA is the right for candidates to have
observers of the electiop process. Per 29 ﬁ.S.C. § 481(c), candidetes n union elections
must be permitted to “have an observer at the polls and at the counting of the ballots ..”

As the Second Circuit h_as explained, “observer rights . - . are an important procedure that |
ensure free and fair union elections, Wthh are themselves critical to protectmg and

promotlng the mterests of represented Workers ” Ellis v. Chao, 155 F. App x 18,20 (2d
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Cir. 2005). “With(;ut observers, election officials could tamper With ballots in Ways
unknown to the complaining union members.” Marshall v. Local 135, No. 78-4280,
1980 WL 18743, at *11 (E.D. Pa. Sept. 16, 1980). -

B. The APFA’S January 2016 election of national officers.

N The APFA.condﬁcted an election for its natiénal offices of president, vice
president,‘secretary, and treasurer in January 20163 (App. 001 (Tab A); App. 002 (Tab
B).) During the elecfcion; union members‘ weré permitted to vote either Ey using th¢ :
internet or by phone. '(App'. 602 (Tab B).) To collect and count the votes (both internet
and phone Votes),A the APFA used a company known as BallotPoint Election Services.
(App. 172 (Tab H).)

| Voting through the Ballot_Point system was accomplished as follows. In advance
of the election, BallotPoint assigned each eligible union member a unique twelve digit
“access code, (App. 096, 103 (Tab G); App. 172 (Tab H); see also App. 002 (Tab B). )
These access codes were dlstnbuted to the members in voting notices that were sent
through the mail. (App. 096 (Tab G); see also App. 002 (Tab B).) The notice e);plained '
that the member could 1‘1Aske his or her access code to vote, either over the internet or by
phone. (App. 002 (Tab B); see also App. 172 (Tab H).) If desiring to vote over the
“internet, the member was instructed to go to a specific page on the BallotPoint web site
and to log in using the member’s access code. (App. 002 (Tab B).)l If desiring fo vote by

phone, the member was instructed to call a toll-free number and to enter the access code.

? Technically the Votmg period began on December 10, 2015, and concluded on January 9, 2016. (See
App. 001 (Tab A); App. 002 (Tab B).)
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- when prompted. (App. 002 (Tab B).) Once logged in using either method; members

could follow instructions to select the candidates they wished to vote for, either by

marking choices on a web page or by pushing buttons on their phone (e.g., by pressing 1

to vote for the first candidate listed for president, pressing 2 for the second candidate,
etc.). (App. 086-88 (Tab G)) o

| The voting period ended at 10‘:0.0 a.m. (Central time) on January 9, 2016. (App.
002 (Tab B).) Candrdates and their designated observers were permitted to attend a
“ballo’r count” at the APFA’s headquarters in Euless, Texas on the day that voting closed.
(App. 017-18, 39-40 (Tab D).) During this event, candidates, their ocservers, and any
other interested union members were allowed to assemble in the “Unity Pays” room at
APFA headquarters. (App. 018 (Tab D).) This room is relatively large (fitting four or
five large tables with chairs, with additional chairs around the. circumference of the
room), and between 20 and 30 neople were in attendance. (App. 020421 (Tab D).)

| Union ‘c.fﬁcial_ Cindy Horan, chair of the APFA’s election committee, presided at
~the “ballot count” event. (App. 012—13, 017-25 (Tab D).) Horan sat at a table in the
front of the room with a laptop computer in front of her. (App. 021-22 (Tab D);) The -

. laptop’s screen was \}isible to Horan‘but not to the assembled candidates and observers.
(App. 02124 (Tab D).) Horan explained to those present that she was logging in to the
BallotPoint website and taking other steps necessary to cbtain the election results. (App.
023-24 (Tab D).) Next, Horan “shared” her laptop with a large projection screen Visible
to the assembled candidates and observers by pressing a'butt‘on. (App. 021-25 (Tab D).)

- The candidates and observers were at that point able to see an “official results” page
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which listed the candidates for the various positions, with vote and percentage totals

. shown to the right of their names. (App. 024-25, 044 (Tab D).) Candidates and
observers were not able to see any preliminary steps that Horan took prior to the
appearance of the “official results” on the projection screen. (App. 021—24 (Tab D) )

The results of the election were that the Vice-presrdential race was won outright
(i.e., with over 50% of the vote and no need for a runoff), by a margin of 2,147 votes.
(App. 044 (Tab D); see rzlso App. 006 (Tab C).) In-the other races, for president, |
secretary, and treasurer, no candidate received more than 50% of the vote, so a runoff for
these positions Was_required. (Apio. 044 (Tab D);"App. 006 (TaB C).) The margins

Abetween the second-place candidates who made the runoff and the next céndiclates who
were elrminated from the runoff were 582 Votes 680 votes, and l 566 votes, respeetively,
in the races for pre31dent secretary, and treasurer. (App. 044 (Tab D).) Out of a total of

- 20,656 eligible voters, 9,355 people cast a ballot, meaning that 11,301 eligible voters did
not vote. (App. 044 (Tab D).) |

.C.. The BallotPoint remote electronic voting system.

Behind the scenes, BallotPoint used several computers and related interconnected
devices to perform the voting process and te record ancl count votes in the APFA’s
election. Some of these machines are grouped together. into what BallotPoint refers to as
the election server, or ES. (App. 071-72 (Tab G).) The other machines are grouped
together into what is referred to as the member regiétratien and notification server, or

MRNS. (App. 071-72 (Tab G).) The ES and MRNS are housed in a co-location facility
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in Portland, Oregon.* (App. 074-75 (Tab G); App. 14445, 172 (Tab H).) BallotPeint"s
office is also in Portiand; (App. 143-44 (Tab H).) |
The ES and MRNS have different functions. The ES collects and stores the
members’ votes in a field called the “vote string.” {App. 081, 086-88, 128 (Tab G)) It
also stores other information that is associated with each vote Astring, such as the.rfoter’s,
berse of operation (i.e., the airport where the voter is based as a flight attendant) and a
timestamp for the vote. (App. 081-85, 088-89, 128 (Tab G).) A portion of the ES
vsupp'ort's an interface that connects phone voters to the computer syetem. (See App. 072
(Tab G).) If the vote is cast over the internet, the ES records the IP addr6335 that the vote
Was cast from. (App. 081—82., 128 (Tab G).) If the vote is cast by phone, .the‘ ES records
-the area code of the phone number that the vote was cast frem. (Apr). 090, 128 (Tab G).)
The MRNS holds data about the union members who are eligible to vote,
including sueh information as their names, addresses, email addresSes, and bases of
operation. (App. 09 _1—97, 129 (Tab G).) The MRNS also contains the access codes “that
the members have been assigned, and it records Whether a mémber hzrs voted. (App. 096,
099, i29 (Tab G).) For votes cast over the internet, the MRNS records the IP address that

the voter has logged in from, along with a date and timestamp representing the eight-hour

* A co-location facility is a space that houses computer equipment potentially belonging to a number of

different parties. (See App. 144-45 (Tab H)); see also Colocation Centre, Wikipedia, https://en.

wikipedia.org/wiki/ Colocation_ceritre (viewed Aug, 4, 2017) (explaining that “[cJolocation facilities

~ provide space, power, cooling, and physical security for the server, storage, and networking equipment of
other firms”). E

5 An TP address (or “Internet Protocol” address) is a unique address that is used by certain electronic
devices to communicate with each other—“in simpler terms, a computer address.” See United States v.
Wells, No. 07-448, 2008 WL 4483735, at *2 n.1 (D. Minn. Sept. 30, 2008).
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window in Whiéﬁ this access occurred.6 (App. 098, 129 (Tab G); App. 187 (Tab J).) For
votes cast over the phone, the MRNS does not record any portion of the phone number,
but instead records an IP address associated with the local network on which
BallotPoint’s equipment resides (since phone voters interface with the system through a
piece of computer equipment that is part of the ES),” again along with a date and eight-
hour timestamp. (App. 097-99, 129 (Tab G); App. 187 (Tab J).)

The ES and MRNS must communicate in order to allow a member to vote and
then to.-record that the merﬁber has voted. (See App. -099—1 02 (Tab G); Aﬁp. 151-52,
176, 181, 183 (TaB H).) A member seeking to vote first arriffes at the ES‘(ei'ther difectly
over the internet or, for phone voters, through the ES’s phone interface). (App. 15 1—52,
181, 183 (Tab H).) A “voting session” is established and a random value refeﬁed toasa
“one-time password” (which is not the same as the member’s access code) is generated
mternally within the ES for the member. .(App. 083—84 (Tab G); App. 151-54, 181, 183 N
(Tab H).) |

The V(}ould-be voter is_ theﬁ transferred to the MRNS, along with the one-time.
password, and instructed to input his or her access code. (App. 084 (Tab G); App. 154,
181, 183 (Tab H).j Upon confirming by way of the access code that the person is an _
eligible voter, the MRNS returns the voter to the ES in order for he or she to actually

vote. (App. 181, 183 (Tab H).) The ES records the specific voting choices—which

§ In contrast, the tlmestamp recorded on the ES shows the exact hour, minute, and second. (See App.
O84~85 128 (Tab G).)

7 The same generic IP address therefore appears for every phone voter on the MRNS. (App. 098 (Tab
G).) ‘ ’ :
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remain linked with the one-time password that was also transmitted to the‘MRNS~and
then generates abage shovﬁﬁg a confirmation number (for internet VO'[GI‘S)‘ or reads the
confirmation number-over the phone (for phone voters). (App. 083-85, 128 (Tab G);
App. 181 (Tab H)%) The ES also sends a message back fo the MRNS, again using the
oﬁe-time password, to inform the MRNS that the vote assoéia’ted with that one-,tinie
paséword has suécessfully been cast. (App. 099-102 (Tab G); App. 156 (Tab H).)
Because the-one-time password is aséociated in the MRNS with a specific voter, the
MRNS is then able to modify its own records to show that the member associated with
‘that one-time password has voted, and also to send a confirmation email to the member,
if the MRNS has an email address' on file for that particular ﬁember. (App. 099-102
(Tab G); App. 156-57, 181, 183 (Tab H)) N

D.  Alosing candidate contests the election and files a complaint with the
Secretary under the LMRDA.

The LMRDA allows a union member to file a complaint with the Secretary
alleging that an election conducted by his or her union Viola’ged the Ll\/[RDA5 provided
that the union member has first exhausted whatever remedies afe available within the
union. See 29 U.S.C. § 482(a). The APFA’s constitution provides a two-step internal

procedure for a candidate who wishes to contest an election. (App. 00607 (Tab C).)

8 The APFA’s retained expert stated in his deposition that he did not believe the one-time passwords were
. stored on the ES with the specific votes that the one-time passwords were associated with. (See App. 152
(Tab H); see also App. 183 (Tab H) (diagram from the expert’s report, which asserts that the one-time
password is “never stored on disc” and is “destroyed”).) However, BallotPoint’s software engineer—who
actually created the relevant software on the ES—confirmed in his deposition that the one-time passwords .
were saved on the ES, where they appear in the “votes table” on that server. (App. 080, 084, 101, 128
(Tab G).) ' ' ’
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Fi 1rst the candidate must ﬁle a written complaint within 15 days of the canvassmg date,
-which complamt is to be ruled on by the union’s election committee? no later than 30
days after the canvassing date. (App. 006 (Tab C).) If dissatisfied with the election
comm1ttee s decision, the candidate can appeal to the union’ s executive committee no
later than 45 days after the canvassing date. (App. 007 (Tab C).) The execut1ve
eomr}mttee 1s to issue a ruling within 60 days of the canvassing-date, at which time the
APFA constitution considers the candidate to “have satisﬁed‘ the internal remedies

provision of the LMRDA.” (App. 007 (Tab C).)

With respeet to the APFA’s January 2016 election, one of the losing candidates for

vice president, Samuel Morales, filed an election contest with the union on J anuary 22,
2016.1° (Doc. 4, 8 Doc. 16, 4 8; see also App. 028 046 (Tab D).) Morales stated that
he believed that ballot secrecy had been violated during the electlon, and he also
.complained that the final tallies for the election were simply displayed on a Ietptop with
- no way to verify the reéults and with no ability for an obéerver to view the balloting
process. (App. 046-48 (Tab D).) The union’s election committee issued a decision
denymg relief to Morales on January 29, 2016 (Doc. 4,9 9; Doc. 16, ‘ﬂ 9; App. 029, 049
(Tab D).) Morales then appealed to the union’s executive committee, on February 7,
2016. (Doc. 4, 910; Doc. 16, § IQ; App. 062-63 (Tab E).) On February 10, 2016, the

executive committee issued a decision denying the appeal. (Doc. 4, §11; Doc. 16,911,

® This commiittee is variously referred to as the National Balloting Committee or the National Ballot
Committee. (See App. 005 (Tab C); App. 012-13 (Tab D).)

' The protest is actually dated J anuary 22, 2015, but the 1eference to 2015—ather than 2016—apparently
was a typo. (See App 028, 046 (Tab D).)
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- App. 064 (Tab F).) Having exhausted his internal uniori remedies, Morales ﬁlg& aA
complaint with the Secretary that was dated F ebruary 28, 2016, and marked “received”
by the Department of Labor’s Dallas office on March 7, 2016; (App. 186, 193 (TabJ).) -
Morales’s complaint to the Secretary was therefore timely ﬁled.“within one calendar
month” of the date on which internal APFA rémedies were exhéusted, as required by 29

U.S.C. § 482(a).

E. The Secretary investigates and, finding probable cause to believe that the
- LMRDA’s ballot-secrecy and observer requirements were Vlolated in the
APFA’s election, files this suit.

Congress has directed that, upon the ‘ﬁling of én LMRDA oomplaint, “[t]he

- Secretary shall investigate such comialaint.” 29 U.S.C. § 482(b). The Secretary has
delegated responsibility for investigating LMRDA complaints to the Office of Labor-
Management Standards (OLMS) within the bepartment of Labor. (See Doé. 19 at 014.)

- Because the ballot—secrecy and observer issues raised in Morales’s complaint implicated
not just his own race for vice president, but also the races for president, secretary, and
treasurer that were conducted simultaneously using the same voting System, OLMS ]
1nvest1gat10n was not 11m1ted to the Vlce-pr681dent1al race but rather encompassed all four
races in the election. See Usery v. District 22, 543 F.2d 744, 750 (thh Cir. 1976)
(explaining, where a union member complaiﬁed ébout the noininating prqcédure for the
office he attempted to run for, that the investigation of this complaint properly
encompassed the question of whether the nominatiﬁg procedure was invalid as to the
other offices that were being electgd at the same time) (citing Hodgson v. Local 6 799,

403 U.S. 333 (1971); Wirtz v. Local 125,389 U.S. 477, 483, 484 (1986))).
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In its investigation of Morales’s complaint, OLMS.obtained information about
what oBsefvatic;n activities were permitted at the APFA “ballot count” event and also
aboﬁt how the BallotPoint systeﬁ functioned, including information concerning the
functions of the E’S and MRNS, the types of data recorded and stored on eabh, and the
system’s capability to send emails to members who had voted. (See App. 187—88 (Tab
J).) As discussed above, this email functionality is enabled by BallotPoint’s aésignment
of a one-time password to each voter during the Voting process, which one-time password
| is associated on the ES with the content of the voter’s vote, and on the MRNS with the.
voter’s identity. (See pp. 9-10, supra.) OLMS obtained records from the ES showing
the one-time pa.sswords associated with each vote that was recorded in the election.
(App. 187 (Tab J); see also App. 08283, 128 (Tab G).) However, the corresponding
one-time passwords that were traﬁsmitted to the MRNS were not available from the
MRNS because they were not permanently written to disc on the MRNS. (See App. 084
(Tab G); App. 158-61 (Tab H); see also App. 187 (Tab 1))

- OLMS also obtained various other elevctronAic records that were 'createci and
méiiltained on the ES and MRNS during the APFA’s election.. These ihcluded: ( i)
information from a “votes table” (.)n.the ES that contained not‘ only the contents of all the
votes in the election but also, for each vote, the IP address frdm which thef vote Wéé cast -
~ (if an internet vote), the voter’s base of operation (also sometimes referred to as the
v“domicﬂe”), the timestamp for the vote, and the one-time password; and (2) information
from an “ofﬁcer election member” (OEM) table on the MRNS that contained the

members’ names, addresses, email addresses, aceess codes, a timestamp showing the date
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and eight-hour. window during Which the member accessed the Voting system, and the IP
address from which the member accessed the system (for ‘.ir'ltemet votes). (App. 187 (TabA~
n) |

OLMS determined, by cross-referencing the data that was available frbm the ES
votes table and the MRNS OEM table, tﬁat~¢ven IOng after the electién had concluded, it
was péssible to.link. 4,081 voters to their Votes, representing approximately 43% of all the
votes. (App. 188 (Tab J).) Such linkage was predominéntly made possible by the : |
presence of IP addresses that were recorded for internet voters on both the ES and the
MRN, S.\ (See App. 188—51 (Tab J).) Where a unique IP address associated with a
specific internet vote appears 6n tﬁe ES votes tablé, it is a simple matter of cross-
referencing that unique IP address against the data on the MRNS OEM table: once the :
same unique IP address is located on the MRN Sl OEM table, the voter’s identity is
rex'fealed. (App. 188-90 (Tabl ) OLMS.found 3,421 unique IP addresses that, by cross-
referencing the ES and MRNS data, could be used to determine how specific voters voted
in the election. (App. 190 (Tab I.) |

In addition, even in situatiéns where multiple voters voted from the same [P
address (such as when two union members lived in the same household); it is still
sometimes possible to link specific voters to their votes by analyzmg the addltlonal |
information f)rov1ded in other fields in conJunctmn with the IP addresses, to either rule
out or conﬁrm that a specific vote came from a speciﬁc voter. (App. 190-91 (Tab J).)
~ For example, if two votes from the same IP address were cast during dilfferent eight-hour

windows, it is possible by using the timestamp information in the ES and MRN S to
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establish which particular vote belongs to which voter. !! (App. 191 (Tab J).) Similarly,
if two votes are from the same IP address but show different bases of opération for the |
Avoters, it is possible to de‘tennine which voter cast which vote because the base-of-
operation information appears on both the ES and MRNS. 12 (App. 191 (Tab j).) This -
analysis reveals 433 votes that, although Qomiﬁg from non-unique IP addresses, can Be
linked to-specific voters éhrdulgh this process of comparing the other fields associated
with the noﬁ-unique IP addresses on the ES and MRNS. (App. 191 (Téb 0.

Certain phone votes can also be linked with spécific voters through a similar
process of analyzing the other data captured by thé ES and MRNS and using that data to
- link spegiﬁc phone votes to identifiable ;/oters. (Api). 191-92 (Tab J).) For e?(ample, in
situations where; the MRNS ’4s timestémp mformation shbwed that only one X}Oter froma
particular base Qf operation had ;foted by phone during a given eight—hour period, this
information can be cross-referenced against the timestamp and base-of-operation data
- from the ES to determine 4}-10W that particular voter voted. (App. 191-92 (Tab J).) This
type of analysis reveals 227 phone votes that can be linked to specific Votérs. (App. 192

(Tab J).)

The above analysis shows that the ES and MRNS .data-providéd after the election

" For example, if union members John Doe and Jane Doe both accessed the system from the same TP
address resulting in two votes from the same IP address on the ES, and the MRNS shows that John
-accessed the system during a particular eight-hour window on one day, and that Jane accessed the system
during a different eight-hour window on that day (or on another day entirely), it can be determined which
vote on the ES is John’s vote and which is Jane’s by reviewing the timestamp information. :

1 For example, if union members John and Jane both accessed the system from the same IP address -
resulting in two votes from the same IP address on the ES, and the MRNS shows that John is from the
DFW base and that Jane is from the Miami base, it can be determined that the vote on the ES associated
with the DFW base is John’s vote, and the vote on the ES associated with the Miami base is Jane’s vote.
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made it possrble to iink 4,081 votes to speciﬁc voters. Neither Ballot]?oint;s software
engineer nor the APFA’e retained expertrdispute's that matching voters to their votes in
 this manner is possible, given the information that was provided from the ES and MRNS.
(See App. 112, 114 (Tab G); App. 137-38, 142 (Tab H).)

Based on the facts unccvered in OLMS’s inxfestigation, the Secretary ﬁied a tnvo—
count complaint against the APFA in this Court alleging that: (1) the APFA violated 29
US.C. § 481(a) by using an electronrc voting method that permitted voters to be linked to
their votes; and (2) the APFA violated 29 U S.C. § 481(c) because the Votrng system d1d
not permit observers to verrfy that votes were recorded and talhed accurately. (Doc. 4,
1925, 26.) After the Court denied a Rule 12tb)(6) motion to dismiss ﬁled by the APFA,
(Doc. 14), t'heA‘PFA answered (Doc. 16) and the parti.es engaged in discovery. The
Secretary now moves for snmmary judgment on both counts of the ccmplaint.

| IH. Summary-Judgment Sta’ndard13

Rule 56(a) of the Federal Rules of Civil Procedure provides that summary
judgment should be granted cn a claim or defense if tnere is no genuine dispute as to any
material fact and the movant is entitled to judgment as a matter of law. F ed. R. Civ. P.
56(a); Anders'on v. Liberty Lobby, Inc., 477 U.S. 242, 247 (1986). The movant bears the
initial burden of pointing out that there is no genuine dispute as to any material fact.
' Celoz‘ex}C_orp. v. Catrett, 477 U.S. 317, 4323, 325 (1986). Once the movant has carried his

- burden under Rule 56(a), the nonmoving party must identify evidence in the record that

13 This drscussron of the summary-judgment standard is adapted from Garcza v. United States, No. 4:16-
CV—963—A 2017 WL 2537280, at *1 (N.D. Tex. June 9, 2017).

Brief in Support of Plaintiff’s Motion for Summary Judgment — Page 16




creates a genuiﬁe dispute as to some element or elements of the case. See id at 324; see
also Fed. R. Civ. P.56(c) (“A pafty asserting ;chat afact. .. is genuinely dispﬁted must
support the assertion by... citing to particulaf parts of materials in the récord . . . .”). | AIf
the evidence identified could not lead a rational trier of faét to find in favor of the
nonmoving party; there is 1o genﬁine dispute for trial and summary judgment is
appropriate. Matsushita Elec. Indus. Co. v. Zenith Radio Corp., 475 U.S. 574, 587, 597 |
(1986). As the Fifth Circuit has explained:

| Where the record, including affidavits, interrogatories,

admissions, and depositions could not, as a whole, lead a

rational trier of fact to find for the nonmoving party, there is
no issue for trial.

Miss. Prot. & Advocacy Sys. v. Cotten, 929 F .2d‘1054, 1058 (5th Cir. 1991). The
~ standard fof granting a motion for suminafy judgment is the same as the standard for
rende;ring judgment as a matter of law. Celotex Corp., 477 U.S. at 323.
Iv. Argument and Authorities
For the Court to nullify the results of a union election based upon violations of the
LMRDA, the Court must find: (1) that a statutory violation occurred during thé éonduct
of the union’s electlon and (2) that the violation “may have affected the outcome” of the
| election. 29 U.S.C. § 482(0)(2) Chao v. Local 54, 166 F. Supp. 2d 109, 112-13 (D.N.J.
2001). If'the Court determines that a violation occurred, “the Secretary enjoys the benefit
ofa presumption that the outcbme of the challenged eiection may have been affected.”
Local 54,166 F. Supp. 2d at 113. Thus, “pr(.)of of a violation establishes a prima facie

case that the outcome of the election may have been affected and shifts the burden to the
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- defendant to show that the established violation did not affect the election results.” Id.
(citing Local 6, 391 U.S. at 506-07); see also Solis v. Local 9477, 798 F. Supp. 2d 701,
705 (D. Md. 2011).

A. The voting system used in the APFA’s election made it possible to link voters
to their votes, in violation of the LMRDA’s secrecy requirement.

The LMRDA requires a “secret 'ballot.” 29 US.C. § 481(a).. And that operative
term is defined as a method of voting in which each vote is “cast in such a manner‘that
- the person expréssing [the voting] choice cannot be identiﬁcd with the choice expressed.”
1d § 402(k).(emphasis addgd). The key inqﬁiry is thus whether, under the voting method
implemented by fhe union, voters “cannot” be linked to their voting chioices. Or, put
anqther way,‘\%/h.ether 1t is possible to link voters to their choices. See Local Union
12447, 591 F.2d at 203 1.10 (explaining that the LMRDA’s ballot-secrecy requirement is
.Violated by a showing that, “becaﬁse_ of the way the élection'was conducted, it Waé o

possible to observe how some voters had marked their ballots”).

1. . Ballot secrecy was violated in two different ways: by the use of one-
time passwords that linked voters to votes, and also by the use of IP
addresses and other data that linked voters to votes.

- The BallotPoint .voting system used in the APFA’s electioﬁ failed to protect voter
secrecy, and thus violated the LMRDA, in two principal ways. First, as discussed abqve,
each vote on the ES was associated with a one-time password that was alsé transmitted to
and associated With the voter’s identity on the MRNS. (See pp. 9-10, supra.) Thé
MRNS used each one-time password to mark that‘the voter had voted, and also to send an-

email to the voter if the voter had an email address on file. (App. 083-85, 099—102 (Tab
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’ G); App. 183 (Téb H).) The one-time passwdrds were deleted from—or more precisely,
they were stéred in memory but not written to disc on'*—the MRNS after the voter’s |
vote was recorded on the ES. (App. 158-62 (Tab H); see also App. 100 (Tab G).)
However, a ballot-secrecy violation nonetheless occurred because the. one-time password
served as a link between every voter identified ‘on the MRNS and his or her specific vote
as recorded on thé ES.

A éomparable violation would occur if, in an election at a traditional polling site
using paper ballots, the election administrator recorded a unique identifying nuﬁlber next
to each voter’s name on the regist;ation roll when the voter first arrived to vo%e, and then
also recorded the same qnique identifying number on the voter’s ballot. No one would
countenance such a system, effen if the election administrator promised that the unique
identifying number would later be obliterated from next to the voter’s name on thé
registration roll after the voter’s vote was recorded. Instead, voters would rightly insist
that the election administrator refrain from using any such identifying number linking .

voters to their votes in the first place. The same is true here.!s Thereforé, the use of the

' The APFA’s retained expert explained that if information is “written to disc,” an affirmative act of
deletion is required in order to delete the information, whereas information that is not written to disc and
instead merely stored in memory can be overwritten if the computer needs the space for something else.
. (See App. 15861 (Tab H).) - - '

* * One way that the secrecy problem arising from the use of the one-time passwords could have been
avoided is if the APFA had used a blind distribution system to assign access codes to members, in such a
manner that member identifying information such as names and addresses were never recorded in the
MRNS. (For example, this could be accomplished by having the MRNS generate access codes for the
total number of members but without assigning the access codes to any specific member, and then
printing the access codes in “hidden” form on scratch-off papers for distribution to the members through a
random stuffing of the obscured access codes into envelopes labeled with members’ addresses.) In this
scenario, because the MRNS would never have in it any member identifying information, when a one-
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so-called one-time passwords in the APFA’s election was in violation éf the LMRDA’s
ballot-secrecy requirement. | |

Second, as also discussed above, the ES and MRNS recorded IP addresses aﬁd
other information about voters and their votes in such a way that even long after thé
conclusion of Ithe ele_cﬁ'on, this infoﬁnation could be cross—refereﬁced to cietermine how
approximately 43% of the voters voted. (Seé pp. 13-16, supra.) Again, consider if in an
- election conducted using paper ballots a unique‘idgntifying code was recorded neXf to
43% of the voters’ names on the registration roll Whilé also being recorded on these
voters’ ballots. The use of these uhiqué identifying codes would result in a violation of
ballot secrecy for that 43% of the voters. In the APFA’s election, the IP éddresses and
‘other data recorded for internet and phone voters functioned similarly as uniqué
idéntifyiné codes liﬁking approximately 43% of the Vbters to their Vétes. (See App. 192 '
(Tab 7)) | :

| With respect to both (a) the use of one—timé passwords and (b) the use of IP

addresses, timestamps, and other identifying information, the BaHotPoint system
‘employed during ‘the APFA’s election is analogous to paper voting systems that have
beén found to violate the LMRDA’s ballot-secrecy requiremenf due té the use of ballots
that are numbered or markc;d in such a way that they can be cross—refer’énced against a list

of voters to determiné how specific voters voted. For exaniple, mn Kelly v. Local No. B-

183,566 F. Supp. 1199, 1200-01 (S.D.N.Y. 1983), voters signed in on a numbered sheet

time password was used to confirm that a vote had been cast, the one-time password would only link the
vote to the access code that was used to cast it, and the system would not “know” the identity of the voter.
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and then received numbered ballots that were exactly one hundred numbers hi gher than
therr sign-in numbers (e.g., Voter #5 on the sign-in sheet would have received ballot #105 ,
“voter #6 Would have received ballot #106, etc.). The court found a ballot—secrecy
violation beoause this system enabled an identification of voters with their votes. See id.
at 1201. 4Simi1ar1y, in Reich v. United Mine Workers, No. 94—1691-, 1995 WL 791950, at
*1, 6 (D.D.C. Oct. 24, 1995), the ballots were printed with unique sequential numbers
and there handed out in order to voters vstho signed in on a numbered registry. |
Notwithstanding evidencelthat election officials had cross-referenced the ballots and the
list only with respe,et to .one vote (to invalidate a ballot cast by an ineligible voter), the
court found that because of the “ability to identify how members voted,” the Ll\dRDA
was violated. Id. at *6. The system used in the APFA’.S election created a similar ability
to identify‘how members voted. Tbe one-time passwords, IP. addresses, and other N
iformation recorded on the.BallotPoint servers are functionally the equivalent of the
numbered ballots and lists that were held to have compromised ballot secreoy in Local
No. B-183 and Uni’ted Mine Workers. ’

| Also instructive is Donovan v. CSEA Loeal Union 1000, 594 F. Supp. 188

(N .D-.N.Y. 1984), aff’d in part, rev'd in part on other grotinds, 761 F.2d 870 (2d Cir.
1985). In that case; voting occurred by mail using perforated ballot forms tbat contained
the yoter’s identifying information on the top and his or her voting choices on the bottom.
1d. at 195. The ballots were returned to a third-party election administrator, the
I_ndependent Election Corporation of America (IECA), and the court explained that there

was “no dispute that IECA maintained secrecy in its processing of the ballots.” Id.
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Nonetheless, the court.found that an LMRDA ballot-secrecy violation had occurred

' bec’ausa “voters were capable of i)eing identiﬁed with their ballots.” Id. at 1‘9'6. ‘The
problem in CSEA was that at the time the voters’ choices were transmitted tr) the election
administrator, they were still associated with the voters’ 1dentities. A similar capat)iiity :
of identifying Voters with their votes existed in the BailotPoint system during the APFA’s
electinn because, like the election administrator in CSEA, BallotPoint possessed sufficient
information—in the form of the ona-time passwords, IP addresses, and other data—to be
able to match voters to tneir votes. (Sae pp. 9-10, 1316, Supra.') |
A In addition, and specifically with respect to the oné-time passwords that were
associated with member’s identities on the MRNS but later deleted (or not permanently
written to disc on the MRN S), it is notable that the ballot forms in CSEA had perforations
such that the voter-identifying information on the top of the ballot fonn could be |

' separated from the vote 1nformat10n on the bottom after the voter’s ehgibihty was.

: Veriﬁed See CSEA 594 F. Supp. at 195-96. This separation of the perforated ballot

forms can be likened to the deletion of the one-time pastord$ on the MRNS, in that both

" acts severed a connection that existed between voters and their votes.

Nonetheless, in CSEA the fact that the ballot forms could be—and in fact were
designed to be—torn apart at the perforations in order to seifer the link between voters
and votes was not enough to avoid a ballot-secrecy violation. The decision in CSEA thus
makes-clear that the LMRDA ballot-secrecy requirement is violated by the existence of

even a brief moment in time where the election administrator, by design, has the
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capability to both know what the vote is and to be able to connect it to a specific voter.!¢
The one-time passwords used by BallotPoint to associate information on the ES and
MRNS are analogous to the yet-to-be-broken pérforations on the ballot forms in CSEA.
Although the one-time paSSWords were eventually deleted ffdm the MRNS (just as the
pérforaﬁoné on the CSEA ballot forms were eventually torn), both elements served to link
| Votérs to their Vot:es.

To re\cgp, two separate LMRDA ballot-secrecy violations occirred in the APFA’s
election. The use of one-time passwbrds constifﬁted a ballot-secrecy Vidlatiqn as to the
entirety of the voting electorate, becaﬁse one-time passwords were generated ;md used for
all voters who voted. And a sec'énd Violétion occurred with respect to the approximately
43% of the voters who could be linked to théir votes by reason of the IP addresses,

timestamps, and other identifying information recorded and stored on the ES and MRNS.

2. The APFA’s anticipated arguments against the existence of ballot-
secrecy violations are unavailing.

Notwithstanding the-foregoing, the Secretary anticipates that the APFA may rely
on several different theories that are essentially legal in nature to argue that no LMRDA
ballot-secrecy violations occurred. But as explained herein, none of these arguments is

consistent with the LMRDA, and none should prevent the Court from entering summary

16 In contrast, in a properly run mail-ballot election, there is never any such moment in time because a

- double-envelope system is used, such that the voter’s vote is contained in an unmarked inner secret-ballot
envelope, and the voter’s identifying information (used to confirm eligibility) only appears on the outer
envelope. See 29 C.ER. § 452.97. The inner envelopes and outer envelopes are separated from each .
other in the presence of observers before the inner envelopes are ever opened, so there is never a period of
time where the design of the system enables the election administrator to know both the content of -
voting choice and which voter made that choice.

Brief in Support of Plaintiff>s Motion for Summary Judgment — Page 23




- judgment in the Secretary’s favor on the ballot-secrecy issue. .

First, the APFA may argue tl‘latkthere 1S nO eviden'ce‘ thét'any APFA official or
BallotPoint employee actually used the one-time-password feature or the other data
stored on the ES and MRN S to detefmine héw any.specific voter voted. The Secretary
indeed is not relying on any such fact of direct, privacy-violating malfeasance by a union
ofﬁcial.dr BallotPoint eniployee in suppoﬁ of his request for summary judgment.!” But
the APFA Wouid nonetheless be wrong to suggest that the absence of ;chis type of
evidencé means that no ballot-secrecy violation is established. That is because the
LMRDA does not require any showing that someone in fact “took ad\./antage” of the
ability to linic voters to Vote;s by positively informing themselves of how specific
members voted. See Local Union 12447, 591 F.2d at 203 n.10 (notiﬁg that there is no
“additional requirement” that it be shown that someone actually “took advantage” of the
ability to view voters’ ballots). Instead, the fact that the possibility of doing so even
exists is what the LMRDA aims to proscribe. See id.; see also CSEA, 594 F. Supp. at 196 ‘
(explair.lin.g‘that baﬂot secrecy was violated “since Vo’cgrs were capablé of being identified
with ‘;heir ballots”). Accordingly, to find a ballot—secrecy.violation in this case it is not
necésSary for the evidence to establish that some APFA official, BallotPoinf employee,Aor
other identifiable person actually learned how any voters voted.

Second, the APFA may argue that the fact that the BallotPoint system disperses

the various one-time passwords, IP addresses, member names and addresses, timestamps,

17 The Secretary nonetheless does not agree that it is—or even could be—conclusively established that no
such privacy-violating activity by a specific official or employee occurred.
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vote strings, and other voter-vote linking data between two different electronic locations
(the ES and the MRNGS) is sufficient to protect ballot secrecy. But simply storing the
information that compromises ballot secrecy in different locations is not a solution.l This
would be akin to allowing an election administrator in a paper-ballot election t;) compile
a voter list with unique identifying numbers that cross-reference to numbered ballots, as -
long as the administrator promised to keep tﬁe listina .ﬁling cabinet somewhere away
from the ballots. Regardless of where the voter-vote linking information is stored, its
existence makes it possible to linlg voters to their votes. The solution, again, is that the
election administrator should never create or record any voter-vote linking information in
the first place. |

Third, and felatedly, the APFA may argue that the BallotPoint system did not

" allow any system uéers (such as syétem administrators, union officials, or voters) to
directly obtain all of the déta from BallotPoint’s two servers that, together, can be used to
link voters to their votes. Specifically, the APFA may argue that the TP addréssés and
other information associated with voters’ identities onA the MRNS OEM table—which can
be cross-referenced with the ES votes table to link voters to their votes—were not
accessible to any MRNS user at the time the election occurred.'® BallotPoint actually
made this claim during OLMS’s investigatioﬁ, by asserting that it did not have “direct
access” to tﬁe MRNS OEM tablé, and that to access this table, BallotPoint would be

réquired to make a software change to the MRNS application software. (App. 10406,

18 In contrast, BallotPoint never made any claim that the ES votes table was not accessible over the
internet to at least some system users, and instead BallotPoint produced that table to OLMS during the
investigation with no similar objection. (See App. 082 (Tab G); App. 187 (TabJ).)
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130 (Tab G).) The APFA’s retained expert has made a similar claim in this litigation.
(App. 149-50, 174 (Tab H))

However, bofh BallotPoint’s software engineer and thé APFA’s retained expert
have confirmed that this‘ “no direct access” claim éoncems énly the limited issue of
whether it was possible to extract the IP addresses and other information from the MRNS
OEM table in bulk over the internet. (App. 105-06 (Tab G); App. 149-50 (Tab H); see
also App. 174 (Tab H) _(repprt of BallotPoint’s retained expert, explaining that he |
searched BallotPoint’s MRNS software code for evidence of any mechanism whereby IP
address data could be accessed bya System user “without physicdl access” (emphasis
added)).) In othér Words, when BallotPoint ’Fold OLMS that it did not have direct acqess
| to the MRNS OEM table and that a. softwére cha_nge would be required to retrieve it,
BallotPoint meant only that the software currently in place for the MRNS did ﬁot coﬁtain
any functi'onalit‘y that would let an internet user log in to the MRNS remétely over the
internet and generate or download a report containing the contents of the eﬁtirg_ OEM
table. (See App. 104-06 (Tab G).) |

Notwithstanding thé absence of any such internet functionality; BallotPoint always
'retalned the ab111ty to access the data on the MRNS through physmal access (as opposed
to internet access) by simply going to the relevant MRNS computer, at Wthh pomt the

- contents of the MRNS could be downloaded on to a thumb drive or otherwise extracted A
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directly from the compﬁter.@ (App. 106-08 (Tab G).) Accordingly, there is no merif to
any argument that the IP addfessés and other data on the MRNS were not accessible
except through a change to BallotPoint’s softvvare? and such an argunﬁent cannot serve to
excuse the ballot-secrecy violation created by the presence of IP addresses and other data
on the MRNS that can be cross-referenced against ES data to show how specific voters
voted. 20 |

In_ any event, discovery in this liti gatiqn has revealed thét any claim that the IP
addresses 'in the MRNS OEM table were not accessible in any form over the‘intemet
absent some change to BallotPoint’s software would not quite be true. BallotPoint
apparenﬂy did not have any functionality enabied in its software at the time of the
election that WOlﬂd have permitted a r;lass dﬁwnloading, ma sihgle transaction, of all of
the IP addresses from the MRNS OEM table over the internet. Yet there was still a way
to extract these IP addresses from the MRNS over the i'ntémet ona one-by—one b‘asis.
Specifically, the MRNS software as it ef{isted at the timé of the electién contained a
“support réquest” feature that allowed a uﬁion election admihiStrato-r to enter a voter’s
union member ID number into é field on the BallotPoint website, along with a message

(for example, if the voter encountered some problem while voting, that could be

% BallotPoint software engineer Gerry Feldkamp explained dﬁring his deposition that of the five people
on staff at BallotPoint, Jeff Bachofher is the person at BallotPoint who has the password to log on to the
relevant MRNS computer. (See App. 068-70, 106-08 (Tab G).) '

*® During OLMS’s investigation, BallotPoint ultimately chose to produce the contents of the MRNS OEM
table to OLMS by modifying the software on the MRNS to allow the OEM table to be downloaded by
OLMS over the internet. (App. 109-11 (Tab G).) However, this was BallotPoint’s choice and a software
change to allow over-the-internet-access was not the only way the OEM table could have been provided
to-OLMS. (See App. 10608 (Tab G).)
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deseﬁbed)., (App. 11v5—18 (Tab G).) The making of a support request in this manner
caused the BallotPoint system to pull certain information from the OEM table about that
particular member, including the IP address and eight-hour timestamp of when the
member accessed the system, which information was then placed in an ernaﬂ that was
automatically sent to several BallotPoint employees. (App. 115-18 (Tab G).) Thus,
there was always a capability to pull IP addresses for internet voters from the. MRNS on a
one-by-one basis, tmeugh the use of the support-request feature. (App. 115-18 (Tab G).)
Those IP addresses could then be Cross-refereneed against information frorn the ES votes
tabte to determine how members voted. |

3. Summary.

The undisputed facts establish that the electronic voting system used in the
APFA’s election failed to preserve ballot secrectf, and that the APFA’s likely arguments
against finding an LMRDA Violation in the face of these undisputed facts are unavailing.
The Court should therefore grant summary judgment in the Secretary s favor on the issue

of Whether the LMRDA’S ballot-secrecy provision was violated.

B. The Voting system used in the APFA’s election did not permit candidates to
have an observer at the polls and at the counting of the ballots, in violation of
the LMRDA’s observer requirement. ~

The LMRDA requires that union elections must provide candidates the right to
“have an observer at the polls and at the eountingb of t_he ballots.” 29 U.S.C. § 481(c).
This right is interpreted practically and “encompasses 'ever'y phase and level of the |
counting and tallying process.” 29 C.F.R. § 452.107(a); see also id. § 452.107 tc)

(applyingthe observer requirement to mail-ballot elections). The intent of requiring

Brief in Support of Plaintiff’s Motion for Summary Judgment ~ Page 28




unions té provide for observer rights is to ensure that union elections are fair and that the

ballots and results cannot be tampéred with lin unknownways’. See Ellis, 155 F. App’x at
| 20; see also Local 135, 1980 WL 18743, at *12 (explaining that the 6bserver requirement

is designed to prevent ballot manipulation). o

Hefe, contrary to the LMRDA, critical aspeéfs of the elé_ction process were

conducted outside of the view of the candidates and their observers. First, with réspect to

the counting of the ballots, the only oppértunity proglided to observers was that the APFA |
“allowed observers to attend a “ballot count” event at. APFA headquarters in Euless, Texas

on the day the Vbti-ng closed. (App. 016, 039-40 (Tab D).) However, no “counting of the
. ballots” actually oqlcﬁrred at that location. (App. 031 (Tab D).) Iﬁstead, any counting -
occurred Within BallotPoint’s computers in Portland, Oregon. (App. 031 (Tab D).) The
iny activity .that occurred at APFA headquarters, from the point of view of the
observers, waé that the union’s election coinmittee chair, Cindy Horan, projected an
image onto a screen which pﬁtported to show the results of the election. (App. 017-25,
044 (’fab D).) | | |

Second, even to the extent the event at APFA ﬁeadquarters. could be considered as

the location of the ballot count, observers were not pfovided aﬁy meaningful opportunity
to observe the counting in é way that would enaBle them to obtain an assurance that the
ballots weré counted correctly. Again, all thét observers saw was an image projected
onto a screeﬁ which purported to be the election resplts. (App. Oé 1-25, 044 (Tab D).)
Horan adrﬁitted that this left no way for the obsefvers to know if the results even Came.

from BallotPoint, much less that they were correct. (App. 032-33 (TabD).) Likewise,
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BallotPoint’s software engineer agreed that there Waé no way for an observer to verify
that the votes recorded on the BallotPoint system in the clection were the votes that
voters intended to be cést. (App. 123-24 (Tab G).)
| Third, the other “observation” opportunities that the APFA allowed similarly
- failed to provide any real assurance to observers that votes came from eligible voters énd
that no eligible voters were denied having their votes cast (Which are the types of
. interests protected by the LMRDA’s requircmént that an observer be allowed “at the
pollvs”). After fhe tally, the BallotPoint system provided a “who Véted” list, which
purported to list the names of all the persons who had voted in the election. (App. 124—
25 (Tab G).) However, BallotPoint’s software éngineer agreed in his depo'sifcion
testimony that there was no way for an observer to verify that the people on this }
electronically generated list éctuélly wére the voters.?! (App. 124-26 (Tab G).) Nor was -
_any other opportunity provided for observers to receive assurance that'the votes reportéd
at the “ballot count” event at APFA headquarters accurately reflected the choices of
eligible voters, or that all eligible voters had their votes counted. (See App. 032-33, 039— '
40 (Tab D).) |
What occurred in the APFA’s election is analogous to the fact patterns of in-

person elections in which LMRDA violations were found due to failures to provide .

?! In contrast, in an election conducted at a physical polling site, observers can watch the union members
who are signing in to vote and in that way receive an assurance that only eligible members are voting.
Similarly, in a mail-ballot election the outer envelopes submitted by voters must have some kind of
identifying information, and often, have a signature, that can be used to verify that the (at the time
unknown) vote that is concurrently located in the inner secret-ballot envelope is coming from an eligible
voter.
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meaningful observatioii opportunities. See Local 1 35,'1980 WL 18743, at *5—6 (union
officials permitted an observer inside the polling area, but denied him the opportunity to
view the mechanics of the election and also compieteiy excluded other observers from
the polls and the bailot count); Brennan v. Local Union 300, No. 72-3 Q42—LTL, 1974 WL |
1068, at *2 (C.D. Cal. Feb. 21, 1974) (observers were oonﬁned to a stage aree in the
auditorium where the election was taking place, from which they couid not see all the
functions of the election process). As in these elections, the system used in the APFA’s
election by design did not afford observers any way of Verifying that the anrlounced
election results were accurate. Observers in the APFA’s election had no way to know
that the results proj ected onto the screen at APFA headquarters in Euless represented the
actual content of the voted ballots, nor were observers provided any opportunity to
receive assurance that the votes came from eligible voters, that all votes from eligible
voters were counted, and that no ineligible voters were allowed to vote. The LMRDA
does not allow union officials to adopt this kind of “just trust us” approach to the voting
~ process and the coimtiiig of the votes. |

The Secretary anticipates that the APFA may argue in response mirroring an
‘argument the APFA made in its Rule 12(b)(6) motion, that the LMRDA’s observer
requirement s1mply should not apply to an election conducted remotely using internet and
phone voting. (See Doc. 8 at 14-18.) But for several reasons, this argument is flawed
and does noi excuse the violation of _tlie LMRDA'’s observer requirement thet occurred in
the APFA’s election. First, even assuming that the APFA were correct that there is no

possible way to allow observers to verify the counting of votes in the specific electronic

Brief in Support of Plaintiff’s Motion for Summary Judgment - Page 31




voting system the AfFA has opted to u'sé, »it would ﬁot follow that fhe LMRDA’s:

observer rgquirement is thereby simply rendered inaﬁplicable to the APFA’s election.

: inste‘ad, since fhe LMRDA expressly requires that observers be permitted at thé

| “counting of the ballots,” the logical consequence of .the APFA’s argument would be that
the APFA has failed to bonduét an LMRDA—compliant election, and should be required

. to conduct a new election in which effective observation can occur,

Moreover, it would be erroneous.to aséumé that Congress, in enacting the |
LMRDA'’s observer requirement, simply could not have anticipated any scenario except
elections conducted using paper ballots léountc‘ad manually by human vote counters, such
that the observer requirement éhould not apply in any other contexts. Even at the time

-the LMRDA was written in 1959, Congress was aware that unions might use \}oting |
machines to conduct elections, because such machines are speciﬁcal‘ly referenced in the
statutory definition of “secret ballot.” See 29 U.S.C. § 402(k). The statute even |
contemplates that other methods of voting might be used, since it refers to votes cast “by
ballot, voting machine, or otherwise.” Id, (emphasis added). Voting by non-paper-ballot
methods such as by machine or “otherwise” implicates. many of the sameh issues that the

| APFA haé ciai_med should render the LMRDA mapplicable to its electronic voting

system. Human beings cannot physically be placed inside thé internal mechanisms of

machines where votes are fecorded and tallied, for example. Nonetheless, Congress did

not exempt votes cast by “Voﬁng'machine, or otherwise,” from the LMRDA’s observer
requirement. This requirement inétead applies to all union eIectibns, no matter the

_ specific method of voting used.
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The Secretary also does not agree with the notion, 1mpl1c1t 1f not explicit in the
APFA’s Rule 12(b)(6) arguments that it is eategomoally “impossible” to provide for
effective LMRDA observation r1ghts In any oontext other than that of human beings
counting paper ballots at an in-person election. For example, although the APFA
suggested in its Rule 12(b)(6) motion that there is ‘no way to allow observers “at the
polls” in any election that is not conducted by in-person voting, the history of the
LMRDA as applied to mail-ballot electrons shows otherwise. To protect the same
1nterests that are safeguarded by having observers at the phys1oal “polls” i in an 1n—person
election (e.g., to ensure that only eligible voters are Votmg) the observer requirement
operates mna marl—ballot clection by allowing observers to be present at specific stages of
the election process, such as the preparation and mailing of the ballots, their receipt by
the counting agency, and the opening and counting of the ballots, See 29 C.F.R. N
§ 452.107(c). Through these procedures observers are able to ensure that -the election is
fair and that the ballots indeed come from elrglble voters and are not tampered w1th

S1m1lar solutrons tailored to fit different voting methods have also routinely been '
1nst1tuted n pol1t10al elections (t;vhrch were Congress’ model for union elect1ons 1u the
LMRDA) to vindicate the same goals behind the LMRDA’s observer requ1rement For
example, in Texas, testing boards consisting of representatives from each political party
are allowed to conduct logic and accuracy tests on voting machines, in a process that is
also open to the press and the public. See Tex. Election Code § 129.023. The testing
board can also Vote “test ballots” and verify that the results announeed by the system

match the predetermined results of the test ballots. . § 129.023(c). Finally, the
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software used in fhe clection is copied and kept in a securé location outside the
administrator’s control. Id. § 129.023(£)(2). |

In the APFA’S election, no similar procedurgs were in place to ensure that the
c.z;ndidates’ observers could verify that the results announced at the APFA’s “ballot
count ” event in Buless, Texas actually represeﬁted an accurate tally of the votes that were
cast and counted via a Computer system located and operated in Portland, Oregon. (See -
App‘. 03940 (Tab D) (interrogatory response from the APFA listing alllobservat.ion
opportunities that were offered during the election).) Instead, as disqussed abo{/e,
observers were limited to simply viewing an image projected on a screen and had no way
to verify that the announced resﬁlts rgﬂected the aggregate actual voting choices thatl
voters made. Because these facts esta‘blish a Violatién of the LMRDA’s observer
requirement? the Court should grant sunlrﬁary judgment in the Secretary’s favor on the

observer issue.

C. Because the ballot-secrecy and observer violations in the APFA’s election
may have affected the outcome of the election, the LMIRDA requires that the
election be voided and that a new election be conducted under the Secretary’s
supervision.

The LMRDA states that “[i]f, ﬁpoﬁ a preponderance of the evidence after a trial
upon the merits, the court finds . . . that the Violatic;n of [29 U.S.C. § 481] may have
affected the outcome of an election, the court shall declare the election . . . to'be void and
direct the conduct of a new election under supe_rvisioh of the Secretary . . . .}” 29 U.S.C.

§ 482(c). Notwithstanding the statute’s reference to a “trial upon the merits,” the issue of .

whether a violation may have affected the outcome of the election can, like the threshold
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issue of whether a violation occﬁrred at all, be decided on summary judgment. See, eg.,
Hug?er v. Local 689, No. GTH-16-2052, 2017 WL 3085321, at *6 (D. Md. July 18, 2017)
(granting .summary judgment in favor of the Secretary in an LMRDA election case and
ordering that a new election be conducted). |

‘ Oncé itis estaBlished that an LMRDA violation occurre'd; that Violétion is prima
facie evidence thaf the outcome of the union election may have been affected and the
burden shits to the union to prove otherwise. Id. at *5 (citing Local 6, 391 U.S. at 506—
07; Local 54, 166 T. Supp. 2d at 113). Thié is a liberal standard in favor of requiring that
anew election be held, and has been described as calling for only a consideration of
Whefher under the “maximum theoretical possibility” it is pdssible that the violation may
have affected the outcome of thé electién. See Marshall v. Am. Postal Workers Union,
486 F. Supp. 79, 82 (D.D.C. 1980); Dole v. Graphié Com;hc ‘s Int’l Unioﬁ, 722 F. Supp.
782,786 (D.D.C. Sept. 22, 1989); Dole v. Int’l Brotherhood of Teamsters, Chauffeurs,
‘Warehousemen & Helpers, No. 89-241, 1990 WL 251022, at *9 (D. Haw. May 2, 1990);
Local 689, 2017 WL 3085321, at *5. Under this standard, the union has “the burden of |
demonstratmg that the v1olat10n could not have a]j‘ecz‘ed (as opposed to the easier burden.
of proving that the Violation did nbt affect) the outcome of the election.” Int’] ‘
Brotherhood, 1990 WL 251022, at ;"9 (citing Donovaﬁ v. Local 719, 561 F. Supp. 54
(N.D. IL. 1982)). |

Here, for a number of reasons there is no way that the APFA can rebut the

presumption that the LMRDA Violations in its election may have affected the election’s

outcome. First, with respect to the ballot-secrecy violations, the undisputed facts show ‘
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that the use of one-time passwords affected and rendered non-secret 100% of the 9,355
votes that were cast; that of tﬁese votes approximately 43% of them (4,081 votes) can
also be considered non-secret by reason of the IP addresses and other inf.ormati‘on on the
MRNS and ES that allowed votes to be linked to voters; and that 11,301 eligible
membérs out 0f 20,656 did not vote at all. (App. 044 (Tab D); Aﬁp. 192 (Tab J); see also
pp. 1316, supra.) When.LMRDA violations have tainted some portion of the votes.or
potentiél votes in a union election, the caselaw discussed beiow shows that the proper
anaiysis under the liberal “may have affected the outcome” standard is to assume that all
the botentially ﬁffected votes would have been cast against the winning candidéte. Then,
if the margin of victory ié less than the number of these affected Vétes, it is “conclusively
established” that the LMRDA Violation‘ may have affected the outcome of thé election.
Wirtz v. Local Union No. 125,270 F. Supp. 12, 20 (N.D. Ohio 1966).

For example, in Bachowski, ballot-secrecy and othe; violations had occurred
~ during the voting at certain union locals during an election, and the qﬁéstion before the
court was hoW to 'determiné whether the outcome of the election may have been affected.
‘ Bachowskz’, 413 F. Supp. af 148-49. The Secretary had adoptgd an analysis that simply
eliminated the winning candidate’s nﬁargin n thé .loca‘lls where the .Violati'ons had
occurred, and based on this rationale, the Secretafy had not found any possible effect on
. the outcome and had declined to'ﬁle suit. See id. The court, however, determined that
the Secretary’s methodology of eliminating only the Wihniﬁg cancﬁdate’s margin was
Aimprope'r becaus¢ it did not go far enough. Instead, the Secretary was dirgc‘ted to credit

' the losing candidate with all the votes in the affected locals. See id. af 151 (explaining
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that the proper analysis was to “us[e] the same staﬁdard” as was used for a second
category of violations that occurred when cértain 1ocals had no voting or results reported
at all, which was a method of “total rejection instead of margin;” i.e., crediting all
potentially affeqted votes to the loser).

Similarly, in CSEA, where the use of perforéted ballof forms violated ballot
secrecy, the facts were that a total of 197,000 ballots had been mailed out, that 514,000
were returned, and that of these 5,600 were not counted becausé fhese voters had faﬂed to
sign their ballbts. CSEA, 594 F. Sﬁpp. at 195. Not\Nithstanding that one of the three.
races had Been won by a margin of over 14,000 votes, and the others by lesser margins,
the court found that a new election was required “since it remains to be seen whether
secret ballots Would have encoﬁraged [not only] the 5 600 non-signing voters to cast
meaningful ballots, but the nonvoting members as well.” 7d. at 197. In explaining that it
was necéssary to take into account not just the votes that were cast but also the number of
eligible membérs who did not vote at all, the court explained that “[t]here is nol
conceivable way in Which'defendant can confront and overcome the impor)lderables
inherent in analyzing the decisions made by each elector . . . in cho>osing to vote or not to
vote and in selecting the particular caﬁdidate for whom to vote ... . .” Id. (quoting Usery
v. Int’l Org. of Masters, Mates & Pilots, 422 F. Supp. 1221, 1226-27 (S.D.N.Y. 1976)).

The Local 689 case,A decided qut this summer, provides another example of the
‘expansive nature of the presumption that a violation “may have affected” an election’s
outcome when considering the impact of the votes potentially affected by the violation as

compared to the winning margins in the election. See Local 689, 2017 WL 3085321, at
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*5-6 .' In Local 689, the violation was that the union mailed notice of the elecﬁon to its
members on the fourteenth day before the eléction. Id at *1‘. This Wés one day short of'
meeting the LMRDA’S requirement that notice be mailed not less than fifteen days beforé
the election. Id. | After noting that this violation established a presuﬁption that the
outcome of the election may have been affected, the court explained that it need not find
that the Vlolatlon actually affected the outcome but rather that it need only cons1der the
“maximum theoretlcal p0851b111ty” of an effect on the outcome. 7d. at *5 (quotmg Am.
* Postal Workers Union, 486 F. Supp. at 82). Applying this standard, the court reasoned
that the notice ﬁolation “Qould have affected every eligible union member tﬁét did not
vote,” which was 8,667 members out of 13,535, and wﬁich represented a block of vo’;es
greater than the winning margins in allj_réces. 1d. (emphasis added). 'Agai‘n,‘ the violation
was merely that the uﬁion mailed out notice of the election a single day later thén
required by statute, and yet under the “maximum theoretical ﬁossibilify” rationale the
court determined—on summary judgment—that essentially every possible uncast vote
could have been affected, and ordered that a new election be held. Id. at *5-6.

Yet another exaﬁlple is the Local Union No. 125 case, in which it was determined
that the union had allowed a number of ineligible members to vote, in violation of the
LMRDA. See Local Union No. 125,270 F. Supp. at 20. The union argued against
* . finding that this violation may have affected the outcome of the elecﬁon because,
according to the union, it was “not clear which candidate [the ineligible voters] voted
for.” Id. But the court rejected the union’s suggestion that such an mnquiry into the minds

~of voters was the proper analysis. See id. Instead, the court explained that “if the number
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of ineligible votes cast is sufficient to make it mathematically possible that the outcome
of the election was affected . . . this fact alone conclusively establishes the [LMRDA’s]
requirement that the conduct complained of nﬁay have affected the outcome of the
election.” Id. F inding that the number of votes in question exceeded tlhé winning margin,
the court granted Summary judgment in favor of the Secretary and ordered that a new
election be held. Id.
In the éas‘e of the APFA’s election, it is likewise conclusively establishéd, by

- comparison of the winning margins in.e'ach of the four races to the number of votes and
potential votes that could have been affected by the LMRDA .Violations, that the ballot-
secrecy violations may have affected the outcome of the election. First, the APFA cannot
negate the pbssibﬂity that the 11,301 eligible members who did not vote in the election at
all would have §oted, and would have voted in isuch a manner as to alter the results of
each race, if an LMRDA—cqmpliant method of voting had been used.

Moreover, even ‘if the po’;enfial claés of affected vote.s‘is limited to only the 9,355
votes that were cast, 100% of these votes wefe non-secret by reason of the BallotPoint
system’s use of o’ne-time passwords, and apprqximately 43% of the votes were also non-
secret by reason of the IP addresses and other voter-vote linking information onthe ES
and MRNS.

As the table below demonstrates,?? under any of these possible scenarios the

%2 Tn the table, “winning margin” refers to the margin between the winner and runner-up in the vice-
presidential race, and, in each of the other races in which a runoff was required, the margin between the
second-place candidate who made the runoff and the next candidate who was eliminated from the runoff,
The Secretary also notes here that, because voters had the option of not selecting any candidate in a race,
~ there were slightly fewer than 9,355 votes in each of the four races. Instead, 9,355 represents the number
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number of pofentially affected votes Waé well in excess of the winning marginé of victory
in the four races in the APFA’s election. Aésuming that each of these votes or potential
votes had been cast against the Win{ling candidates (or the candidateé who made the run-
off, where no oandidate won outright), itis conclusively established that the outcome of -

the election may have been affected by the ballot-secrecy Vio‘latiohs.

Race Winning Eligible Members Non-Secret Votes Non-Secret Votes
Margin ‘Who Did Not Vote in (Due to One-Time (Due to IP
: the Election at All Passwords) . Addresses, etc.)
President . 582 . 11,301 | 9,355 + 4,081
Vice President 2,147 11,301 9,355 4,081
Secretary . 680 11,301 9,355 4,081
Treasurer 1,566 _ 11,301 9,355 ' 4,081

(See App. 044 (Tabl D) (election results docufnent listing the number of voters, non- |
voters, and results in each fa;:e); App. 188-92 (Tat; )} (e;gplanation of how OLMS
determined tﬁat 4,081 votes cou_ld be linked to voters thréugh analysis of IP addresses
and other data).) |

The APFA may argue tﬁat nobody knows whether specific union members were
- aware of the ballot-secrecy problems presented by the BallotPoint system, and thérefore |
that it is imipossible to prove that the ballot—secrecy issue affected members’ choices—
eithef the‘ choice to vote or not vote, or the choice of whom to vote for if the member did

vote—in a manner that would have affected the outcome of the election. But for several

of voters who voted in at least one race. Nonetheless, the full figure of 9,355 is included in the table for
each race because of the possibility that- members who voted in the election, but not in a particular race,
might have done so if the election had been conducted using a different voting system.
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reasons, these kind of afgumeﬁts are unavailing. First, th¢ nature of tﬁe presumption
created by the existence of an LMRDA Violation 1s that fhé union mﬁst come forward
With evidence to rebut the presumption that the outcome of the eleétion may have been
affected. See Int’l Brotherhood, 1990 WL 251022, at *9, An argument from the APFA
that “there is no evidence that union members knew their votes were non-secrét” or that‘
“there is no evidence that union members claimed that concerns about ballot secrecy
inﬂuenéed how or if they véte&,” on the other hand, is just that—an argument, not -
evidence. In other Words, the APFA cannot meet its burden by mgrelj? clailhing that
;chere is no evidence that union members’ voting decisions were influenced by the non-

" secret nature of the election system.

Instead, the APFA would need to come forward with its own affirmative evidence
proving that the violations céulci not héve affected the outcome. vBut the APFA has ‘
already conﬁrmed that it has no such evidence. Spemﬁcally, In response to an
interrogatory that asked for the factual basis for the APFA’s denial that the outcome of
the election may have been affected by the baliot—secrecy violations, the APFA pointed to
no éfﬁrmative evidence tending to negate any possible effect on the election. (App. 03 6—
37 (Tab D).) The APFA instead relied entirely on testimony or statements from OLMS
persénnel (or the union member who filed the underiying complaint with OLMS), which
statements the APFA argues show that the Secretary dées not have any evidence that

APFA members knew of, or were concerned about, the ballot-secrecy issues in the
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election.”® (App. 036-37 (Tab D).) That kind of “no evidence” argument does not
suffice, though, givén that the APFA bears the evidentiary burden. »

Indeed, given the nature of the ballot-secrecy violations at iséue in this case fhefe'
is effectively no evidence that the APFA could ex}er present—short of evidence that the
number of affected votes or potential votes was smaller than the Winiling margins, 'whiéh_
is not the case here—to negate the possibility that the outcome of the election may have |
beeﬁ affected. The APFA has not attenipted to gather evidence from all the eligible
union members to discover whether these members’ decisions about whether and'how to
vote were affected in ‘any way by the fact that Voting was conducted over the intemet and
by phone. But even if the APFA had doﬁé so, the caselaW establishes that such an
inquiry would be improper and that such evidencg cannot be used to defeat the
presumption that the outcome of the election may have been affected. See District Lodge '
720,11 F.3d at 1504 (in an LMRDA case where there was an issue about v?hether the
number éf affected voters who did ndt vote-was less than the winning margin, explaining
that “union members who were eligible to vote but did not do so may not be ‘asked
whether or how they would have voted”); Local Union No. 125,270 F. Supp. at 20

(rej ecting a union’s argument that it would be necessary to determine “the manner in

% The APFA also suggested in the seventh numbered paragraph of this interrogatory response that the
Secretary may have “planted a seed in [the union member complainant’s] head that the BallotPoint
system did not adequately ensure ballot secrecy.” (App. 037 (Tab D).) However, this is immaterial.
Even if the Secretary had “planted a seed” in this manner, that would have no legal impact on the case, as
the Secretary would have been within his rights to do so. See Wirtz v. Local Union No. 169, 246 F, Supp.
741, 754 (D. Nev. 1965) (“Defendants also contend that the Secretary of Labor solicited the filing of the
complaint by the member, thus exceeding his investigatory authority under [the LMRDA]. We see no
merit to this defense. ‘Congress in its wisdom has concluded as it has in other areas, that to effectuate the
policy of the law, the Government may become anactive protagonist for private interests and thereby
vindicate public rights.”” (quoting Mitchell v. Mitchell T vuck Line, Inc., 286 F.2d 721 (5th Cir. 1961))).
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Whiéh [] ineligible voters voted™ to assess whether the outcome of thg election may have
been affected by an LMRDA. .Violation, and explaining thét “[t]o require Aor allow inquiry
into the manner in which certain persons would have voted would be entirely inconsistent
with the [LMRDA’s] requirement that the ballot be secret™). |
Thé APFA also cannot rebut the presumption that the violation of the LMRDA s

observer requirement may ﬁave affected the outcome of the electibn. Here the lack of
any tangible paper record of the votes makes it impc;ssible for thé APFA to meet its
burden. See Shultz v. Indep. Employees Union, No. 68-C-169, 1970 WL 5444, at *4
(W.D. Wis. Apr. 10, 1970) (concluding that the union’s destruction of eléction records
remove(i the tangible éviden’ce' that would have served to establish Whethe; ther.e' had
been a fair election). In an election conducted with paper ballots, observers who are
deprived of the oppbrtunity to witness the counting of the ballots cén at least. attempf to
gét access to those ballots later—or, if a complaint is filed, OLMS can use its
investi'gative authority to require the union to turn dver thése records. At that tifne, the
ballots and other recqrds can be inspectéd to (a) vetify that the votes marked on the
ballots cc_mfornied to thé tally results announced by election officials, and (b) assuming
that the votes as recorded on the ballots and the announced télly match, check to see if the
ballots show an:y signs of taﬁpeﬁng such as smudées, erasures, white-out marks, or
similar physicél evidence which might suggest that votes had been altered.

In this cavse,.no similar after-the-fact opportunity to investigate and obtain some
assurance about the accuracy of the announced election results exists in the context ofa

BallotPoint-style election conducted remotely over the internet and phone. Most notably,
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because the BallotPoint system does not emplc;y any ‘;clienf sid;c” proteétion against
malicious software on the voter’s own device when a vote is being cast, there is no
guarantee that a malicious actor could not corrupt the voter’é vote while it is in the
process of being transmitted from the voter’s device. (App. 161-67, 177—78 (Tab H).)
In this situation the voter might think that he or she was voting for candidate A, but the
vote could without notice to the voter be flipped such that when it reaches the BallotPoint
~ system it is recorded as a vote for candidate B. The APFA’s retained expert recogni;ed
this ~Vulﬁerabﬂity in the BallotPoint system, but essentially dismissed it By reasoning fhat
a union election is of such “low notoriety”—esseﬁtially meaning of such, léw stakes—that
no malicious actor would bother to attempt to corrupt it. (App. 178 (Tab H); see also
App. 163—67 (Tab H).) However, the APFA canﬁot conclusively negate the possibility
thélt such an attack could have occurred. See Lécal 135, 1980 WL 18743, af *8-9, 11
(noting that the burden is not on a protesting candidate to prove how ballot tampering
occurred in the ‘ab'sence of observers in order tol establish a possible effect on the election,
“because ballot tampering could occur in ways uﬂmowﬁ to complaining union members).
Moreover, the dismissive approach of the APFA’s retained exbgrt is at odds with the
intent of Congress in enaéting the LMRDA that union elections be conducted under the
same types of safeguards and protections used in political elections. See Local 6,391
U.S. at 504; Local Union 12447, 591AF.2d at 205.
The APFA may also argue that there is no evidence that votes were inobrrectly
reported or tampefed with once they were recorded in the BallotPoint system, but again

due to the lack of any tangible paper record there is no way that the APFA can
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definitively prove that tampering, or even mistakes in computing, could not have
occﬁrred. The APFA’s retained expert reviewed the counting and reporting-of-results
éomponents of BallotPoint’s .software for the ES, and has opined that this software
correctly counts the votes and reports them 'over the internet. (App. 13941 (Tab H).)
However, the expert admitted that he simply fook BallotPoint’s word that the code he
was provided to review was the code that was in plaée a£ the relevant time of the election
(which was roughly a year and a half earlier), and that he d1d not review any logs or other
system records to verify that the ES software he was provided was in fact ’;he sdftware'in'
place during the election. (App. 148, 168-69 (Tab H).) Fractically speaking, thére 1S no
way to obtain this kind of assurance ébout the softwgre that BallotPoint uses to record
and count votes on the ES, and therefore any conclusions about whether the software
reviewed by the APFA’s expert cotrectly counts or reports results cannot discharge the
APFA’s burden to show that the outcome of the election could not have been affected by |
the ob‘ser\}er' violation.
To summarize, each of the three separate LMRDA violations discuésed in this

brief—the ballot-secrecy violation arising from the use of one-time passWords,‘ the ballot-
_secrecy violation arising from the use of P addrésses and other data,; and the observer
violation—is independently sufficient to establish that fhé outcome of the election may
have been affected by the violation, and the AP.FA cannot show otherwise. The Court
should therefore grant summary judgment in the Secretary’s favor on the fssue of whéther

the outcome of the election may have been affected, and declare the results of the election
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void?* and order that a new elegtion be conducted under the Secretary’s supervision. See
29 U.S.C. § 482(c).
V. Conclusion

For these réasons,‘ the Sé'cretary réquests that the Court grant his motion fér
summary judgment and énter a judgment (a) voiding the results of the APFA’s J anuary.
2016 election for the positions of national president, naﬁonal vice president, national
secretary, and national treasﬁrer; and (b) directing that a new election for these positions
be conducted undér the Secretary’s supervision. The Secretary further requests that he
recover his allowable court costs, and further fequests 'general relief. A proposed order 4

and judgment are being submitted.

24 Notwithstanding that the union member who complained to the Secretary about the APFA’s election
was a candidate in only one of the races (the vice-presidential race), the proper remedy is to void the
results of all races in the election, since the races were conducted in the same manner using the same
voting method and with the same observation opportunities provided. See District 22, 543 F.2d at 750
(holding that a district courtierred by not voiding the results of two other races that occurred at the same
time as the race that a union member had complained about, when the same LMRDA violation was
present with respect to the other races).
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