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1 IN THE UNITED STATES DISTRICT COURT
2 FOR THE NORTHERN DISTRICT OF TEXAS
3 FORT WORTH DIVISION
4 - - - - =-=-=-=-=-=-=---- - X
5 R. ALEXANDER ACOSTA,
6 Secretary of Labor
7 Plaintiff, : Civil Action No.
8 V. : 4:16-cv-1057-A
9 ASSOCIATION OF PROFESSIONAL
10 FLIGHT ATTENDANTS,
11 Defendant.
12 - - - =-=-=-=-=-=------- X
13 Washington, D.C.
14 Thursday, July 27, 2017
15 Deposition of CINDY HORAN, a witness
16 herein, called for examination by counsel for
17 Plaintiff in the above-entitled matter, pursuant to
18 notice, the witness being duly sworn by ANGELA K.
19 MCCULLOUGH, RPR, a Notary Public in and for the
20 District of Columbia, taken at the offices of
21 Bredhoff & Kaiser PLLC, 805 15th Street, Northwest,
22 Suite 1000, Washington, DC, at 9:52 a.m., Thursday,
Alderson Court Reporting
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1 PROCEEUDTINGS

2 Whereupon,

3 CINDY HORAN,

4 called as a witness by counsel for the Plaintiff, and
5 having been duly sworn by the Notary Public, was

6 examined and testified as follows:

7 EXAMINATION BY COUNSEL FOR PLAINTIFF

8 BY MR. STOLTZ:

9 Q. Good morning. My name is Brian Stoltz.

10 And I am the attorney for the Secretary of Labor,

11 which is the Plaintiff in this case.

12 Can you please tell us your name?

13 A. Cindy Horan.

14 Q. Thank you. And, Ms. Horan, have you ever
15 given testimony at a deposition before?

16 A. No.

17 Q. I'm going to cover just a few of the sort
18 of deposition 101. You understand that the court

19 reporter, just before we started, swore you in under
20 oath?
21 A. Yes.
22 Q. And you understand that that means that

1-800-FOR-DEPO
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that's fine. Just let me know, and we'll arrange
that. Okay?

A. Okay.

0. Is there any reason, as we sit here this
morning, that you are not able to give truthful and
accurate testimony?

A. No.

Q. Are you an employee of American Airlines?

A. Yes.

Q. And what's your Jjob at American Airlines?

A. I'm a flight attendant.

Q. How long have you been a flight attendant?

A. 25 1/2 years.

Q. All for American Airlines at that time?

A. Yes.

Q. Now, this lawsuit -- one of the parties to
the lawsuit is the Association of Professional Flight
Attendants; is that right?

A. Yes.

Q. Also known as APFA?

A. Yes.

Q. And tell me, what is the relationship

1-800-FOR-DEPO
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between American Airlines and APFA?

A. APFA is the union for the flight
attendants at American Airlines.

Q. And are you a member of APFA?

A. Yes.

Q. Is every flight attendant a member of
APFA?

A. No.

Q. So how does that work? You have to agree

to become a member?

A. Yes. You have to sign a membership card.

Q. And do you know what percentage of the
flight attendants at American Airlines are members of
the union?

A. I do not.

Q. The union, though, engages, I take it, in
collective bargaining on behalf of all the flight
attendants; is that right?

A. Yes, they do.

Q. Now, so you've been a member of the APFA
essentially since you started as a flight attendant;

is that right?

1-800-FOR-DEPO
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1 membership, what is the highest governing authority

2 for the union? Is it the board of directors?

3 A. Not sure how to answer that because the

4 board of directors meet, and they vote on things that
5 will affect the members. But as far as ratifying a

6 contract, that's done by the membership. And the

7 national officers have meetings with the company, you
8 know, like, the -- the executive people of the

9 company, presidents, vice presidents.

10 Q. Okay. So certain things might be

11 negotiated by the officers and then submitted to the
12 union membership for ratification?

13 A. Correct.

14 Q. What is the -- I understand there's

15 something called the National Balloting Committee; is
16 that right?

17 A. The National Ballot Committee.

18 Q. National Ballot Committee. Thank you.

19 And what is the National Ballot Committee?
20 A. The committee consists of five members who
21 have been elected by the board of directors to
22 oversee any vote that the membership has to have.

1-800-FOR-DEPO
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1 Q. And the -- the five members of the board,
2 is one of those persons a chair of the board?

3 A. Correct.

4 Q. And is that you?

5 A. Yes d

6 Q. And the other four members are at-large

7 members, essentially?

8 A. Correct.

9 Q. And when the National Ballot Committee

10 acts, does it -- for instance, if it's -- the

11 National Ballot Committee is going to conduct an

12 election, does it act by voting amongst itself? How
13 does it make decisions?

14 A. When there is a vote to be had, we are

15 told by -- from -- the national secretary informs the
16 National Ballot Committee that they will need to have
17 an election whether it's an election for officers or
18 whether it's a referendum.

19 Q. And once the National Ballot Committee is
20 told that there need to be an election -- and
21 let's -- let's focus here on, say, for officers.
22 There needs to be an election for officers. The

Alderson Court Reporting
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1 0. But, at the same time, nobody ever

2 explained to them what it meant, so, as a practical
3 matter, they didn't do it; is that right?

4 A. Correct.

5 Q. So 1s there anybody else at the union

6 besides you and the other four members of the

7 National Ballot Committee that had a login to the

8 MRNS that had a capability of collecting these vote
9 digests?

10 A. No.

11 (Exhibit No. 1 was marked for

12 identification.)

13 BY MR. STOLTZ:

14 Q. Ms. Horan, I've given you a document that
15 will be Exhibit 1 for this deposition. And it's

16 called "Defendant APFA's Answers to Plaintiff DOL's
17 First Set of Interrogatories."

18 Do you see that?

19 A. Yes.
20 Q. And if you flip to the eighth page of
21 Exhibit 1, there's a verification. Do you see that?
22 A. Yes.

1-800-FOR-DEPO
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1 0. And it says, "I, Cindy Horan, do verify

2 under penalty of perjury that I've read Defendant's

3 answer to Plaintiff's Interrogatory No. 3 and know

4 its contents."

5 Do you see that?

6 A. Yes.

7 Q. And you signed this verification, correct?
8 A. Correct.

9 Q. Now, if you flip back to page 5 of

10 Exhibit 1, it lists interrogatory No. 3, which asks
11 to describe the ways in which candidates' observers
12 were permitted to observe any aspect of the election
13 essentially.

14 And let me ask you this: What does it

15 mean to be a candidate's observer during a union

16 election such as this January 2016 election?

17 A. There are two different types of candidate
18 observers. We offer one type which is to be at the
19 ballot count. So a candidate can be at the ballot
20 count along with two other people that he designates.
21 Or if the candidate cannot be at the ballot count,
22 they can have three designated observers.

1-800-FOR-DEPO
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1 The other type of candidate observer would
2 be for the e-mails that I send out daily with the
3 members that have gone from an ineligible to an
4 eligible status. A candidate or a slate, if they do
5 not wish to receive the daily e-mails, they can
6 designate someone -- another member in good standing
7 to be their observer to receive these e-mails.
8 Q. Interrogatory No. 3 in the answer, there's
9 a numbered list of five items here. In my
10 understanding, these are five different ways that
11 observers were permitted to observe some different
12 aspect of the election; is that right?
13 A. Correct.
14 Q. And I want to make sure. Is this -- is
15 this the complete list of observer activities that
16 were provided? Is there anything else that observers
17 were allowed to do that's not on this list under
18 interrogatory No. 3 on Exhibit 17
19 A. No.
20 (Exhibit No. 2 was marked for
21 identification.)
22 BY MR. STOLTZ:
Alderson Court Reporting
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1 system?

2 A. Correct.

3 Q. And one of those capabilities that you can
4 bestow is the ability for that administrator to, in

5 turn, log in and collect these vote digests?

6 A. Yes.

7 Q. But during the January 2016 election, you
8 did not activate that capability for any other

9 persons?

10 A. Correct.

11 Q. And was there a reason for not doing that,
12 or is 1t just something that didn't ever occur to

13 anybody?

14 A. Never occurred.

15 Q. In Exhibit 1, the interrogatory response,
16 on page 6, item 4 is a discussion that says,

17 "Observers were permitted to attend the APFA ballot
18 county at APFA headquarters."

19 Do you see that?
20 A. Yes d
21 Q. And when you say "headquarters," that's
22 the building in Euless, Texas; is that right?

1-800-FOR-DEPO

Alderson Court Reporting

www.aldersonreporting.com

App. 017



Cindy Horan July 27,2017
Washington, D.C.
Page 55

1 A. Correct.

2 Q. And can you Jjust describe for me -- on

3 the -- the day or the night when the election period
4 is concluding, describe the scene there at the -- at
5 the candidate headquarters. What's going on?

6 A. The ballot closes at 10 a.m., Central

7 Time. We have a fairly large room that's called the
8 "Unity Pays" Room where we hold the ballot count.

9 Any member in good standing may attend this. And we
10 did have several.

11 When they enter into the building to begin
12 with, they have to sign in. And then they're allowed
13 to go into the "Unity Pays" Room where there are two
14 sheets. One is a sign-in sheet. And we do have a

15 committee member there checking to make sure that

16 they are a member in good standing, they're

17 dues-eligible, you know. And then we also have a

18 rules and conduct of an election that they read and
19 they sign that we maintain.
20 At 10 o'clock, the system cuts off all
21 voting. And, shortly thereafter, the committee
22 members all gather into that room. I have my

1-800-FOR-DEPO
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APFA-issued laptop computer that is connected to a
huge screen so that anyone in the room then can see
the results. I log into it as -- as a chairperson.

I then have to have a second committee person co-log
in with their special login for this. And then I can
hit "officiate results."

At which time, it shows me a screen that
just gives me a place where I can put observers'
names. The names that are usually put on that is any
candidate that is there that's listed for -- for
that, their observer, the committee members, the
National Ballot Committee members that are there. I
do have an IT person there with me in case I have a
problem with the computer to the -- to the monitor up
there.

And then I hit "ballot count," and it
shows up on my screen and immediately then pops up on
the big screen. And it gives the official results.

I then go through and I read the results. And then I
let the galley know that we will be making copies. I
send one of the committee members to one of the

printers. We print off the official results. We

1-800-FOR-DEPO
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1 have any person who is listed as an observer sign and
2 date it. We keep that one for our records. And then
3 the rest are handed out to any galley —-- gallery
4 members.
5 And there's two forms that we can do. We
6 do the official one. And then we can also break it
7 down by base. So those are available.
8 After all of that is done and everyone
9 leaves, then I start the creation of a hotline to go
10 out that gets sent out to any member that's signed up
11 for it. And it also gets posted on the APFA website.
12 Q. Okay. Thank you.
13 A. Mm-hmm.
14 Q. I'm going to ask just a few questions
15 about what you said. The room you're actually in,
16 the "Unity Pays" Room; is that right?
17 A. Mm-hmm.
18 Q. Is that -- how big is it? 1Is 1it, like, as
19 big as a racket ball court? Is it --
20 A. It's probably a little shorter than this,
21 but it's wider than this room.
22 Q. Okay. And we're in a big conference room.
Alderson Court Reporting
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1 A. Okay. So -- yeah, you know -- I'm sorry.
2 MR. ROTH: Should have done a video

3 deposition.

4 BY MR. STOLTZ:

5 Q. I'm just trying to get a sense --

6 A. I didn't think about that.

7 We do meetings in there. We will set up.
8 It's a room that's big enough to hold four or five

9 large tables across with chairs. And then we can put
10 chairs around the circumference of the room. And in
11 the very front is where I sit with my laptop. And

12 then there is a big white screen that we can project
13 onto.

14 Q. So for the ballot count during the January
15 2016 election, how many people would you estimate?

16 Were there a couple dozen people?

17 A. I would say approximately -- we -- we

18 probably had around 20 -- between 20 and 30 people.
19 Q. Okay. So at the very least, it's a room
20 that can comfortably hold 20 or 30 people?
21 A. Yes.
22 Q. And you sit at the front. And is there

1-800-FOR-DEPO
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1 some kind of desk there or a table?

2 A. There is. During this election, I sat

3 facing the gallery with my computer like this, so

4 that they could -- with the back of my computer

5 towards the gallery because of inputting my user and
6 my pins so that the gallery could not ever see that.
7 Q. Okay. And so that -- you mentioned that
8 your laptop was shared with a large screen so that

9 the members could then see what was on your laptop.
10 I take it, from what you just said,

11 though, that you didn't share your laptop with the
12 screen during this whole process while you were, for
13 example, inputting your own password, did you?

14 A. No, I did not.

15 Q. Okay. So you went through the process.
16 And you -- eventually the process resulted in a —--
17 some kind of image that had names of candidates and
18 votes, correct?

19 A. Correct.
20 Q. Is that the -- is that when you shared
21 your laptop with the screen so that everybody could
22 see?

1-800-FOR-DEPO
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1 A. Yes

2 Q. So in terms of what a person in the

3 audience -- an observer in the "Unity Pays" Room

4 would have seen during this process, they would have
5 seen you up at a table with your laptop typing on

6 your laptop, right?

7 A. Correct.

8 Q. They couldn't actually see what were you
9 typing or what screen you were at because the laptop
10 was turned toward you, though, correct?

11 A. Correct.

12 Q. And I take it probably, during this time,
13 you gave some —-- or somebody probably gave some

14 explanation of, We're in the process of pulling the
15 results or something like that?

16 A. What I do is I explain. And I would tell
17 them I'm now going to be logging in. Then I need a
18 co-log in. Then that's when I ask, Okay, who wants
19 to be listed as an observer. I put their names in,
20 ask them to spell it. And then I'm like, Okay, now,
21 I'm going to officiate the results. I hit the
22 button, and then I hit this -- another little button

Alderson Court Reporting
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1 that they've set up for me. And it throws it right

2 up .

3 Q. Okay. So the -- the observers see you

4 doing this. They see another person come log in.

5 You say that you're going to hit the button. And

6 then after you hit the button, you then transfer it

7 onto the screen, correct?

8 A. Correct.

9 Q. And the members then can see how many

10 votes each candidate got, correct?

11 A. Correct.

12 (Exhibit No. 4 was marked for

13 identification.)

14 BY MR. STOLTZ:

15 Q. I've handed you a document that will be

16 marked as Exhibit 4. And it says -- at the top, it
17 says "BP - APFA Voting System" at the very top. And
18 then it says "APFA National Officer Election Official
19 Results."
20 Do you see that?
21 A. Yes.
22 Q. So do you recognize -- what is this

1-800-FOR-DEPO
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document, Exhibit 472

A. This is the official result page that
comes up when I hit for the result of the ballot
count that projects then up onto the big screen.

Q. Okay. So Exhibit 4 -- and I realize that
the copy we have has signatures at the bottom.

A. Yes.

Q. But let's assume that those signatures are
not there.

Is Exhibit 4 the -- the actual thing that
people see on the screen in the "Unity Pays" Room
during the vote count?

A. Yes.

Q. And is there anything other than Exhibit 4
that observers see on the screen in the "Unity Pays"
Room during the vote count?

A. After we show them this, they usually like
to see the base-by-base breakdown. And then we will
pull that up, and then we will also print that for
them.

Q. So the base-by-base breakdown, is it a

similar sheet to Exhibit 4 except instead of just

1-800-FOR-DEPO
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1-800-FOR-DEPO

1 giving the total results, it shows how many votes

2 each candidate received in each of the bases?

3 A. Correct.

4 0. So then, if I understand correctly,

5 Exhibit 4 has been projected on a screen from your

6 laptop. These names down at the bottom of the first
7 page of Exhibit 4, where it says Nena Martin,

8 witness, Marcy Dunaway, witness -- it goes on --

9 these are the names that you typed in during this

10 process who were present, and you say, Who wants to
11 be an observer, and you type those in; is that right?
12 A. Correct.

13 Q. So after Exhibit 4 is projected onto this
14 screen, you then print copies of Exhibit 4; is that
15 right?

16 A. Correct.

17 Q. And you hand out copies to people who want
18 them in the room; is that right?

19 A. That's correct.
20 Q. And then there's one copy that you
21 actually have the observers sign, correct?
22 A. Correct.

Alderson Court Reporting
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1 Q. And Exhibit 4 is that document that you

2 actually have the observers sign, correct?

3 A. Correct.

4 Q. Is there anything else that you can think
5 of that's noteworthy that happens in the "Unity Pays"
6 Room? Anything else that observers do in that room?
7 A. Observers are then allowed, after the

8 ballot count, to ask the ballot committee to see who
9 voted, who did not vote, the ineligible list. And no
10 one did.

11 Q. So other than obviously seeing the results
12 and then the ability to at least ask for the -- the
13 who voted, who did not vote, anything else that

14 observers can do in this "Unity Pays" Room?

15 A. No.

16 Q. Now, the union has a process for

17 candidates to protest an election result; is that

18 correct?

19 A. Yes.
20 Q. Okay. And can you tell us just very
21 generally what is that process.
22 A. A candidate has 15 days following the

Alderson Court Reporting
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Q. I've handed you a document marked

Exhibit 5. Do you recognize what Exhibit 5 is?

A. Let's see. Samuel Morales' election
complaint.
Q. So one thing that's confusing to me at

least about Exhibit 5 is it's dated January 22nd,
2015. But the election that is referenced in
paragraph 1 is the January 9th, 2016 election. Do
you see that?

A. Yes. He's misdated.

Q. Okay. So Mr. Morales submitted this --
would it have been on January 22nd, 20167

A. Correct.

Q. And so this document, Exhibit 5,
ultimately ended up in your hands as the chair of the

National Ballot Committee; is that right?

A. Correct.
Q. And, at that point, I think you -- you
told me earlier what the general procedure was. But,

at that point, you commenced an investigation; is
that right?

A. Yes.

67
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Q. Is Exhibit 6 the -- the National Ballot
Committee's letter stating what its decision was with
respect to Mr. Morales' protest?

A. Yes d

Q. And if you look at page 4 of Exhibit 6,
you signed this letter, correct?

A. Correct.

Q. And let me ask you. On page 1 of
Exhibit 6, you state that, "The National Ballot
Committee has completed its investigation of your
national vice president election complaint that was

received by the APFA national secretary on January

22nd, 2016."
Do you see that?
A. Yes.
Q. So can you tell me specifically about what

occurred in the investigation of Mr. Morales'
complaint that is referenced on -- in the first
sentence of Exhibit 6.
A. I don't understand what you're asking.
Q. I'm sorry. There's -- what happened in

the investigation of Mr. Morales' complaint? You've

1-800-FOR-DEPO
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1 example, if you had your laptop at your house and you
2 had another -- say, you decided to do this at your

3 house. Could you log in from your house, and have

4 somebody else there, and obtain the results from your
5 house if, for someone reason, the "Unity Pays" Room

6 wasn't available?

7 A. I could.

8 Q. That's -- my question is when you log in,
9 you're talking about logging into the election

10 server, correct?

11 A. Correct.

12 Q. And to do that, you go -- you get on a

13 computer, and you type in your -- whatever address

14 you go to, and then you input your credentials,

15 correct?

16 A. Correct.

17 Q. And I'm just trying to confirm. My

18 understanding is you can do that from any computer,
19 correct?
20 A. Correct.
21 Q. You don't have to be in the "Unity Pays"
22 Room to do that. You could have -- if somebody said,

1-800-FOR-DEPO
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1 Hey, let's do the -- the election count at a bar just
2 instead, we could have done it there, correct?
3 A. Correct.
4 Q. So the counting of the ballots, though --
5 are the ballots counted -- BallotPoint counts the
6 ballots, correct -- or performs the computer
7 functions that tally the ballots; is that right?
8 MR. ROTH: You have to give a verbal
9 response.
10 THE WITNESS: I know. I would say, yes,
11 it's their program that counts it.
12 BY MR. STOLTZ:
13 Q. Okay. In other words, you don't
14 actually —-- you and nobody else at the union actually
15 counts the ballots, correct?
16 A. Correct.
17 Q. As far as you know, that's done at
18 Portland or wherever BallotPoint's computers are
19 located?
20 A. Correct.
21 Q. And then they essentially send the results
22 to you to whatever computer you've logged in on?

1-800-FOR-DEPO
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1 Q. And do you recall any discussion at that
2 meeting of these vote digests?
3 A. No.
4 Q. Turning back to Exhibit 7 of page -- page

5 8, there's a paragraph that says, "After the ballot
o tally, the 'Who Voted' and 'Who Did Not Vote' lists
7 were available for users to view. No one asked to
8 view the lists. Samuel Morales did not request to

9 view the list. Morales left the union hall

10 immediately after the ballot count was certified."
11 Is that accurate?

12 A. Yes.

13 Q. Were the candidates' observers in this

14 January 2016 election provided any opportunity to
15 conduct logic or accuracy tests on the BallotPoint
16 system?

17 A. No.

18 Q. Were candidate observers provided any
19 opportunity to physically inspect the BallotPoint

20 system?

21 A. No.
22 Q. Exhibit 4 is the official results from the
Alderson Court Reporting
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January 2016 election. Do you see that?
A. Yes.
Q. Were candidates' observers provided any

opportunity to obtain an assurance that the results

listed on this Exhibit 4 did, in fact, come from

BallotPoint?
A. I don't really understand.
Q. Well, let me ask it this way: You earlier

explained that, in the "Unity Pays" Room, on the
final day of the election, Exhibit 4 was projected
onto a screen. And that's how the observers and the
candidates found out who won or didn't win the
election, right?

A. Correct.

Q. And I'm just asking you, were the
candidates' observers provided any way to know that
this Exhibit 4 actually did come from BallotPoint?
In other words, how did they -- did they have any way
of knowing whether this was just something that
somebody else typed up and put up on the screen?

A. No.

MR. STOLTZ: Can we go off the record for

1-800-FOR-DEPO
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IN THE UNITED STATES DISTRICT COURT

FOR THE NORTHERN DISTRICT OF TEXAS

FORT WORTH DIVISION

THOMAS E. PEREZ, [now
R. ALEXANDER ACOSTA],
Secretary of Labor,
Plaintiff,
VS. NO. 4:16-CV-1057-A
ASSOCIATION OF PROFESSIONAL

FLIGHT ATTENDANTS,
Defendant.

—_— — — — — — = — — ~—

DEPOSITION OF GERRY FELDKAMP

TAKEN ON BEHALF OF PLAINTIFF

BE IT REMEMBERED THAT, pursuant to the Federal

Rules of Civil Procedure, the deposition of

GERRY FELDKAMP was taken before Paula D. Tieger, a

Registered Professional Reporter and Notary Public for

the State of Oregon, on July 14, 2017, commencing at the

hour of 9:29 a.m., in the office of McKanna, Bishop,

Joffe, 1635 NW Johnson Street, Portland, Oregon.
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people can look at the back of the book and find out

where that content occurred.

Q What came next after -- when you were working on your

own doing the text processing work?

A It wasn't an after. In 1994, we started that, and

that product lasted for about 14 years, 14, 15 years.

And during that time, we had very little need to go back

and fix it up. We did a great job to start with. We

ended up with 2,000 companies using our software. And

so, I just let the royalties come in from that. And at

the same time -- or around that same time, 1995-1996, I

and a few others formed what we called at the time Black

Rose, Limited, which became Telserve, which became

CCComplete over time, name changes.

And so, starting in 1996 is when it incorporated

in the state of Oregon. There were, I think, seven of us

at the time, something like that. And that's where we

are today.

Q What business was the entity that's now known as

CCComplete -- was it all in -- or describe what kind of

business it was in starting then.

A We started by putting together custom applications

for what's called IVR, or interactive voice response,

telephone systems so that companies, for instance, that

were doing automated telephone calling or receiving

www.LNScourtreporting.com
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automated -- or people calling in to leave their names,

addresses and that sort of thing, that it could be done

on an automated basis. And so, there were a number of

companies -- for instance, Bear Creek down in Medford --

that needed an automated system to reduce the costs

associated with somebody calling in to a human, because

you got to pay the human all the time; you don't have to

pay the computer all the time. So, the idea was to

provide custom applications. And we did that 1996-ish to

2001.

We now have -- a reasonable portion of the

CCComplete business still uses or is really still

oriented toward non-balloting customers. So...

Q What was your title or position at this entity

beginning in 19967

A We don't really have titles, but I've been the

software architect for certainly all of the balloting

operations. Prior to that, I was just really the

software development engineer, because IVR processing

wasn't my favorite thing to do.

Q Now, you mentioned getting into the balloting work.

Tell me about that.

First of all, is BallotPoint Election Services --

I've seen that name. Is that a separate entity, or is

that just sort of a trade name that CCComplete uses for

www.LNScourtreporting.com
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1 its balloting business?

2 A It's a doing business as type name.

3 Q So, here, if we refer to BallotPoint, we can -- do

4 y'all refer to it like that?

09:40:54 5 A We often, with clients, balloting clients, refer to

6 ourselves as BallotPoint. They understand that.

7 Q Okay.

8 A Others still call us CCComplete. And we're good at

9 listening to either.

09:41:08 10 Q Okay. So, BallotPoint or CCComplete, as it exists

11 today, can you just tell me how many people work there?

12 A We have five people on the staff.
13 Q And who are those people?
14 A Dan Hilderbrand is COO/president; myself, Robert

09:41:33 15 Thompson, software engineer; Michael Baum, B-A-U-M,

16 software engineer; and Jeffrey Bachofner, or Jeff

17 Bachofner, B-A-C-H-O-F-N-E-R, and he is our

18 hardware/infrastructure person. We also have a part-time

19 person on staff, and that would be James Devine,

09:42:08 20 D-E-V-I-N-E, and he lives in Phoenix.

21 Q Could you please, real briefly, give me just a very

22 short explanation of what these people do? You've

23 already described yourself. Dan Hilderbrand, who is

24 here, he is, I think you said, the COO or the CEO or the

09:42:29 25| president?
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1 A I repeat it again, titles.

2 Q Is it fair to say that Mr. Hilderbrand is not a

3 technical guy?

4 A That's very fair to say.

09:42:36 5 Q Okay. So, he handles the business side of things

6 more?

7 A That is correct.

8 Q Okay. You've talked about yourself.

9 How about Robert Thompson? What is his job

09:42-:45 10 duties, or what does he do?

11 A He's a software engineer. And I can be fairly broad

12 about this, that all of -- myself, Mike, and Bob deal

13 directly with clients, new clients, existing clients, and

14 we develop software for the BallotPoint system, all three

09:43:06 15 of us, and we -- well, Bob is the primary one who deals

16 with new clients, and on a sort of client service basis,

17 he deals with them more often than Mike or I do.

18 Q And you also mentioned Jeff Bachofner?

19 A Bachofner.

09:43:32 20 Q And what is his role?

21 A He keeps all of our equipment -- he's put together

22 all of our equipment through purchases and configuration.

23 He maintains that equipment. And so, if there are any

24 qguestions about the physical equipment or our services

09:43:54 25 through LightPoint or services through RackSpace, Jeff is
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the person who is responsible for looking into and

handling those things.

Q And what does James Devine do in Phoenix?

A He is formerly Department of Labor. And I don't

remember the year that we hired him, but we talked with

him about various kinds of election systems, and he has a

background in -- on the financial side, but we appreciate

his judgment on how the Department of Labor thinks about

things. It's helpful to us.

Q Is Mr. Devine a full-time employee?
A No, not a full-time employee.
0 Would you estimate, does he do work for BallotPoint

every month or more of an on-needed basis?

A More of an on-needed basis.
Q You mentioned the Department of Labor.
And I take it -- and you tell me -- are you

familiar with the Labor Management Reporting and

Disclosure Act?

A I am familiar with it, yes.

0 And can we refer to that as the LMRDA here?

A Please do.

Q Okay. Can you tell us, just very basically, what is

your understanding of what the LMRDA is or does as

relevant to the BallotPoint business?

MR. ALEXANDER: Object to the form of the
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1 explanations here is your explanation?

2 A Yes.
3 Q So, you adopt this document, essentially, as 1if it
4 were your own testimony?

09:51:27 5 A Correct.

6 Q Can you provide a brief -- and we will get back to

7 that document later.

8 Can you provide us a brief overview of how the

9 BallotPoint system works for the type of election that is

09:51:53 10 at issue here -- well, specifically -- let me start over.

11 When we're talking about the BallotPoint system

12 here, can we agree that we're talking about the

13 BallotPoint system as it existed and was used at the time

14 of the APFA national officer elections?

09:52:08 15 A Yes. Let's do.

16 Q Can you give us a brief overview in broad terms, how

17 did that system function?

18 A Are you looking for an explanation beginning to end

19 of an election, or...

09:52:25 20 Q Well, how about this. (Physically, what is the system

21 comprised of? Is it a single computer? Is it multiple

22 computers? That sort of thing.

23 A Okay. We'll start there. The hardware consists of

24 two -- and we'll call them virtual entities here. One's

09:52:43 25 called the MRNS for member registration and notification
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server, and the other major entity is the election

server. And the MRNS itself consists of two computers

with fire wall in front of them. There is a Web server

and a database server; physically different machines.

The election server comprises a Web server, which

is where administrators and voters go, log in to that.

There are subsidiary processors or -- not really servers

but extra computers there which support things like

connecting to the telephone, the public telephone system,

database server, and support servers which activate

background jobs. All of that -- all of those entities

make up the election server.

The election server is not an individual

computer; it's a number of machines working together.

Q When you say a computer here -- for example, you said

the MRNS consists of two computers. For those computers,

can you describe in layman's terms for somebody like me,

are we talking the same thing as a desktop computer,

similar to a desktop computer that I might have in my

house?

What is it exactly?

A The Web server is a stand-alone computer running the

Windows server operating system. The database server is

another stand-alone Windows-based machine which provides

the SQL server services necessary to maintain databases

www.LNScourtreporting.com
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1 within the MRNS.

2 Q So, each of those two stand-alone computers that

3 comprise the MRNS physically -- and I understand they may

4 have different programs on them or be configured

09:55:08 5 differently.

6 But physically, are those any different than the

7 type of computer that somebody may have at their office

8 or their house?

9 A They're very different in the sense of, the kinds of

09:55:18 10 applications that run on them are extremely limited to

11 what a desktop computer may have on it. Desktop

12 computers have email on them and games and whatever else,

13 and these servers don't have that breadth of capability,

14 intentionally so.

09:55:39 15 They have a certain job to do.
16 Q But are they -- does it consist of a hard drive?
17 A Standard hard drives, memory, connections to an

18 internal network, connections to a fire wall and,

19 thereby, to the Internet.

09:55:56 20 Q Do these computers have -- tell me about them
21 physically. I mean, is it a -- 1is there a disk drive
22 associated with them? Is there a -- are there ports

23 where you can plug in thumb drives? Are there cables

24 like I would see on my computer at home?

09:56:15 25 Tell me about that.
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A They have internal disk drives. There are USB ports
on them, and the -- again, the database server and the --

what we call the MRNS, but the Web server and the

database server are connected on a local area network.

And then two of them can -- or they -- the Web server can

see the outside world through a fire wall.

0 And these two machines, do they have a screen

connected to them? Do they have a keyboard? Do they

have a mouse?

A They have those. At the time when someone needs

to -- or when Jeff Bachofner needs to access them, he

wheels a keyboard and a mouse and a screen over to them.

Q So, we've been talking about the two machines that

make up the MRNS.

Is the same basic description true of the

machines that make up the ES?

A There are more of them, but yes.

Q Okay.

A Yeah.

0 And tell me where -- you mentioned LightPoint
earlier.

Can you tell us, who is LightPoint?

A LightPoint Communications is a company here in

Portland, offices on 6th Avenue, and they run a

co-location facility. Our machines, our servers are

www.LNScourtreporting.com
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1 stored at that co-location facility, are resident there.
2 Inside that co-location facility, there are also
3 computers supporting government operations, financial
4 institutions, and so on.
09:58:07 5 So, it's a -- you know, it's a large business, a
6 Portland-based business, co-location facility.
7 Q So, just so we have a picture in our mind, if you
8 were to go to LightPoint, they have a room somewhere.
9 And is it fair to say they have a cage or some
09:58:25 10 kind of chain link type fence, and behind that are a
11 bunch of computers set up; is that accurate?
12 A It's a large room with, actually, multiple cages, one
13 cage of which we're in, along with computers from we
14 don't know who else.
09:58:42 15 There is a lot of other computers in that same
16 cage area.
17 Q So, if you want to physically go access the ES, I
18 understand that it's in the LightPoint building.
19 Tell me how you go and actually get to that
09:58:54 20| machine.
21 A To get to the ES requires us to -- someone from
22 BallotPoint or CCComplete to use cards, palm prints, to
23 get into that facility. There is a key to the cage.
24 There is a key to our rack.
09:59:18 25 And so, there is, you know, physical access
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1 required there that runs through LightPoint.

2 Q If I can back up, I take it you have some sort of

3 contractual arrangement with LightPoint where you pay

4 them to house these servers; is that correct?

09:59:36 5 A That's correct.

6 Q Okay. And LightPoint, then, do they, essentially,

7 ask you, who do you want to have access to these? And

8 for each person you do, they get their palm scanned, and

9 they get a key?

09:59:49 10 Is that how it works?
11 A We all have a palm card, yeah, a palm key.
12 Q So, 1f you or somebody else who is on the approved

13 list at BallotPoint wanted to go to the ES, you would get

14 in with your palm card.

10:00:02 15 And then you physically have the key that you can

16 unlock the rack; is that correct?

17 A I don't physically have the key. There is only one

18 such key. Jeff Bachofner maintains those.

19 But they would be accessible to us.

10:00:12 20 Q Okay. So, Jeff Bachofner, or somebody at

21 BallotPoint, can, essentially, take the key that

22 BallotPoint has and then go unlock the cages and

23 physically access the ES; is that accurate?

24 A That's correct.

10:00:23 25 Q Okay. ©Now, tell me how it works for the MRNS. I
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1 understand it's slightly different.

2 A It is different. There are -- entry by palm print is

3 still necessary, but in addition, the rack that holds the

4 MRNS has two keys, one of which we maintain and one of

10:00:47 5 which is maintained by LightPoint. So, we can't get into

6 that particular cage without our key and LightPoint

7 producing their key and unlocking their half of the card

8 cage or the rack in which the MRNS is stored.

9 Q And is this two key system for the MRNS, is that

10:01:08 10 because you wanted to do it that way? In other words,

11 did you tell LightPoint, we want it in a two key cage?

12 A That's correct.
13 Q So, it was your decision to house the MRNS in this
14 manner; correct?

10:01:20 15 A We did that in 2007, yes.

16 Q And here's a -- just to back up, this whole idea of

17 storing the servers at LightPoint, that is BallotPoint's

18 decision that y'all made; correct?

19 A Entirely proactive on our part, following no

10:01:41 20 guidelines from the Department, correct.

21 Q So, if BallotPoint wanted to, they could go retrieve

22 the servers from LightPoint and, instead, house them in

23 your own office if you wanted to; correct?

24 A Correct.

10:01:51 25 Q And I understand for business reasons, you --
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1 whatever reasons, you've chosen not to do that; correct?

2 A Correct.

3 Q All right. Now, in terms of accessing the MRNS

4 physically, I think you told me that, once you get into

10:02:05 5 the facility through your palm reader or card,

6 BallotPoint has one key that needs to be turned, but then

7 LightPoint has a second key that needs to be turned;

8 correct?

9 A That is correct.

10:02:15 10 Q Okay. And what's the procedure for getting

11 LightPoint to go retrieve their key and turn it?

12 How do you do that?

13 A That's been done exclusively by Jeff Bachofner. None

14 of the rest of us have ever gone through that process.

10:02:30 15 But he will go into the LightPoint business office area

16 and say, I need to get in; and, assuming that one of

17 their people is around to get the key and unlock it, then

18 that's the process. They walk with him. They use their

19 key. Jeff uses his key. He's into the physical MRNS.

10:02:57 20 Q And is that -- I take it that LightPoint wouldn't do

21 that for just somebody who walked in off the street.

22 But do they know Jeff?

23 A They know Jeff, yes.

24 Q And is he on some sort of approved list of people who

10:03:11 25 can access the MRNS?
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1 A I believe he is. I can't say for sure.

2 Q Does LightPoint have the ability to tell Jeff, or

3 anybody else at BallotPoint, no, I'm not going to let you

4 in the MRNS? And I understand there might be a staffing

10:03:26 5 issue if the person might not be around.

6 But do they exercise any sort of independent

7 judgment in terms of whether or not they're going to let

8 somebody into the MRNS, or do they simply do what they're

9 asked to do by the appropriate person at BallotPoint?

10:03:39 10 A I can't speak for them.

11 Q Who would be the right person to speak for them?

12 A The main contact is a fellow named Alden, A-L-D-E-N,

13 and I don't know his last name.

14 Q And this is Alden at LightPoint?

10:03:55 15| A Yeah.

16 Q Do you know, has LightPoint ever told BallotPoint, or

17 Jeff, or anybody at BallotPoint, that you cannot get into

18| the MRNS?

19 A No, not to my knowledge.

10:04:10 20 Q And if, for some reason, LightPoint took the position

21 that BallotPoint could no longer get to the MRNS, what

22 would BallotPoint do?

23 MR. ALEXANDER: Calls for speculation.

24 THE WITNESS: Try to figure out what's the

10:04:24 25 issue.
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1 MR. STOLTZ: All right.
2 Q BY MR. STOLTZ: And, obviously, at any time, you
3 could, essentially, terminate your contractual
4 arrangement with LightPoint; correct, and, as you said
10:04:34 5 earlier, move the servers back to your own office; right?
6 A Yeah. Easier -- the answer is yes, but far easier
7 said than done.
8 Q Now, I understand that each of these servers has some
9 kind of programs on it that run whatever operations that
10:04:56 10 the software -- or whatever operations the server is
11 tasked to do.
12 Is that fair to say?
13 A Yes.
14 Q Okay. So, let's talk about the ES.
10:05:03 15 Who is the one who developed or wrote or created
16 whatever programs exist on the ES to enable it to do what
17 it needs to do-?
18 A Myself, Mike Baum, and Bob Thompson.
19 Q And what, in very broad terms, is the task or the --
10:05:28 20 what is the task that ES is supposed to do?
21 A To provide members with ballots -- the appropriate
22 ballot to their voting attributes, and to record their
23 ballots. That's the primary task. It's also used by
24 administrators to upload the definition of a ballot;
10:05:50 25 meaning, what questions, what answers are available on
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1 vote, can you explain to me what sort of information is

2 captured on the ES with or in connection with the voting?

3 MR. ALEXANDER: Object to the form of the

4 qguestion, vague as to the term captured.

10:07:44 5 THE WITNESS: Please restate the question so
6 I can give you an answer.
7 Q BY MR. STOLTZ: I'm just looking to find out, what

8 kind of information does the ES collect whenever a member

9 comes in to vote? Obviously, it collects what their

10:07:57 10 actual vote is.

11 But is there other information that it stores and

12 collects?

13 A With respect to the election in question?

14 Q Yes.

10:08:06 15 A There are -- there was information about where

16 they -- where they came from in terms of IP address, if

17 they were voting by Web. Telephone, we didn't include

18 that -- didn't have that kind of information because it's

19 not an Internet-based process. We collected time stamps

10:08:32 20 about when a vote was cast. We collected the actual vote

21 string as submitted by the browser. And then we also, in

22 that election, went through a process of taking the

23 unencrypted vote string and going through an encryption

24 process that left, effectively, a validated or second

10:09:04 25 copy, but now encrypted, of the vote within the system.
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Q Now, this information, is it -- is the database or

the table where it's stored, is that something that's

referred to as the votes table?

A It would have been stored there, yes.

Q And this votes table, is it fair to say that every

time a new voter arrives, does that, essentially, create

a new line on the votes table where it then logs where --

if there is an IP address, what IP address, what the vote

string is, and these other...

A That's correct.

(Exhibit No. 2 was marked)

Q BY MR. STOLTZ: Now, for the election in guestion

here, BallotPoint provided the Department of Labor with a

copy of the votes table for that election; correct?

A Correct.

Q And that would have been an Excel file; is that
right?

A I believe it was.

Q Now, I'll represent to you that I did not print the

entire Excel file because it is --

A Lengthy.

Q Yes, sir, very lengthy. It would be hundreds of

pages. What I've done here, and what I would like to ask

you to confirm, is, I've printed off, essentially, the

first page of that votes table, and it has the votes
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1 arranged in chronological order from the earliest vote
2 received. So, it's about the first 25 or 30 votes.
3 Do you see that?
4 A I do.
10:10:52 5 Q Okay. And does this appear to you to be the -- a
6 paper representation of the information that's from the
7 votes table for this election?
8 A For that election, yes.
9 Q And I'm referring again to Exhibit 2.
10:11:10 10 On Exhibit 2, there is a number of columns. And
11 can we go through and just explain what each column
12 means? The first one is EID.
13 What is EID?
14 A Election ID.
10:11:22 15 Q Okay .
16 A Election ID 15 was this particular election.
17 Q So, that's an internal BallotPoint thing to
18 distinguish this election from some other election you
19 may be running for a different union?
10:11:31 20 A Or for the same union but a different election at the
21 same time.
22 Q Okay. The second column on Exhibit 2 is a unique ID
23 column.
24 What is that?
10:11:39 25 A Those were just randomly generated numbers. We need,

www.LNScourtreporting.com

App. 083



Gerry Feldkamp 7/14/2017 32
1 in that column, a unique ID so that -- well, because
2 that's the way that things were done. A unique ID so
3 that every one of the things, all 9,300 or whatever
4 votes, ended up with a unique ID in that column.
10:12:05 5 Q So, is this unique ID generated at the time the vote
6 is made or recorded?
7 A It was generated at the time that the member was
8 transferred from the MRNS during the login process to the
9 election server.
10:12:21 10 Q And is this unique ID used anywhere else in the
11 system, outside of the election server?
12 A It's created by the election server. It's a thing
13 that we call the one-time password, and it's created by
14 the election server during the login process, and it's
10:12:44 15 retained here. It's not retained -- it's known to the
16 MRNS during the time that the person is voting and does
17 not -- it's not retained beyond that time.
18 Q Okay. So, for a brief period of time, this unique ID
19 is transferred to the MRNS.
10:13:01 20 But is it fair to say that, once the voting is
21 completed, the MRNS deletes or no longer holds that
22 information?
23 A That is absolutely correct, yes.
24 Q Okay. Time stamp is the next column on Exhibit 2.
10:13:16 25 Is it fair to say that the time stamp shows the

www.LNScourtreporting.com

App. 084



Gerry Feldkamp 7/14/2017 33

1 date and time that the vote is recorded?

2 A Either recorded or when the person came in to the

3 system, and I don't know which of the two.

4 They won't be very different.

10:13:31 5 Q And it appears to be -- for example, the first one is

6 2015-12-12.

7 That would refer to December 12th, 2015; is that

8 correct?

9 A Correct. Right.
10:13:41 10 Q And then, after that, it says 21:34:17.
11 I guess, in military time, that would be 11 --

12 no, 9:34 p.m., roughly; is that right?

13 A Yes. Pacific time, yes.
14 Q Okay. The next column is CONFNUM.

10:14:07 15 Can you explain what that is on Exhibit 27
16 A When a vote is cast, we produce a unique ID to

17 present to the user. If voting by Web, the confirmation

18 number is shown on the screen. If voting by phone, it's

19 spoken to the voter. And that confirmation number can be

10:14:29 20 carried through so that, when the election is completed,

21 if I've got -- for instance, in row 1, there is the

22 confirmation number 152317194. If this table were made

23 available to me, I could look and see that my vote string

24 corresponds to what it is I actually -- how I actually

10:14:51 25| voted.
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So, the intent of the confirmation number is to

provide a mechanism where the voter can confirm that

that's really the vote that they cast.

Q And the next column on Exhibit 2 says Medium.

And can you explain what that is?

A IVR means that was a vote cast by phone. Web means

it's a vote cast over the Internet.

Q The next column on Exhibit 2 is Vote String.

Can you please tell me what that is?

A It's an encoded version of responses to that voter's

questions. So, for instance, in the first one, the 1~8

says that choice 8 was made on question 1. And then

the -- to separate the responses to different questions,

we use a colon and then an up arrow or hat, circumflex.

And so, after the first one there, it says 2~2,

meaning selection 2 on question 2, and so on.

Q So, is it fair to say that, on this Exhibit 2, vote

string represents the actual content of the person's

vote; 1is that accurate?

A That is correct.

Q And taking the first row that has information in it

on Exhibit 2, where it says 1~8, we can derive from that

that, in the first question that was presented to the

voter, the voter chose the 8th option or the 8th choice;

is that what you said?
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1 A That is correct.

2 Q So, for example, is it your understanding in this

3 election that the first question was who to vote for for

4 national officer president?

10:16:41 5 Would that have been accurate?
6 A I don't have a copy of the election in front of me.
7 I would assume so.
8 Q And assuming that's the case, since this person voted

9 for choice number 8, it would stand to reason that there

10:16:54 10 were at least 8 different candidates for that?

11 A Yes.

12 Q And we can go down, and the next person appears to

13 have voted for the 7th candidate; correct?

14 A Correct.

10:17:07 15 Q And the third row, the person voted for the fourth

16 candidate; is that right?

17 A Correct.

18 Q Okay. 2And if we had a copy of the notice that was

19 mailed to the union members for voting where he has

10:17:21 20 instructions to vote, and it says, For national officer

21 election, press 1 to vote for candidate Joe; press 2 to

22 vote for candidate Bob, et cetera, et cetera, do those

23 1ls and 2s correspond here to the number that's chosen to

24 show the wvote?

10:17:37 25 Is that your understanding?
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Gerry Feldkamp 7/14/2017
A Correct.
Q And it's the same if the vote comes in by Internet?

In other words, i1f somebody votes by Internet and

they select choice 8, is that the same candidate as if

you selected choice 8 on the phone?

A Correct.

Q Okay. ©Now, in this particular election -- and I

understand it may have changed going forward.

But in this particular election, the vote

string, i.e., the content of the vote, was stored in

plain text on the election server; is that correct?

A Correct.

Q In other words, it was not encrypted?

A That is not correct.

Q It may have been encrypted elsewhere, but there was

an encrypted version of it stored; correct?

A There were both versions of it during this election,
correct.
Q The next column on Exhibit 2 says ATTR1, which I

think means Attribute 1; is that right?

A That is correct.

Q And what does this refer to?

A Attributes 1 through 4 are provided to us by the
union, and they identify -- for this particular election,

Attribute 1 identifies the so-called base of operation
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1 for a particular voter. ORD, meaning O'Hare, I guess. I
2 think that's right.
3 Q So, these are airports?
4 A They use airport designations. And FA was used as
10:19:03 5 Attribute 2 in all cases to mean flight attendant,
6 because there was no use for a secondary attribute in
7 this election.
8 Q So, we're talking about the column that's labeled
9 Attribute, or ATTR2?
10:19:18 10 A Correct.
11 Q Every voter in this election was a flight attendant;
12 correct?
13 A That's correct, yes.
14 Q And that's why they all say FA?
10:19:27 15| A Correct.
16 Q Okay. The next column that's filled in says TRKID.
17 Can you explain what that is?
18 A Tracking ID is what that stands for. TRKID, tracking
19 ID. And this is an identifier generated by the telephone
10:19:45 20 system. So, you will see there are tracking IDs for any
21 vote which is listed as Medium equals IVR.
22 So, 1f you went back to the Medium column, you
23 would see IVR, and then over on the right-hand side is a
24 tracking ID. That corresponds to a particular telephone
10:20:08 25 log record that was created for this particular vote.
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1 Q And where -- so, there is a copy of the tracking ID

2 on the ES in the votes table, and then there is a

3 separate log where the tracking ID also is?

4 A A textural log was maintained by the phone system

10:20:27 5 where the tracking ID would have appeared.

6 Q And where is this log located? Also on the ES?
7 A It's located on the ES, correct.
8 Q Okay. Does the tracking ID number appear anywhere

9 outside of the ES?

10:20:43 10| A No.

11 Q Is the tracking ID number used at any point during

12 this process of transferring somebody from the ES to the

13 MRNS and then back to the --

14 A No. No.

10:20:59 15 Q The next column on Exhibit 2 is the From column.
16 And can you explain what that is, please?
17 A The From column for telephone votes indicates the

18 area code that the call came in from.

19 Q So, for example, for the first row where it says 708

10:21:21 20 then it has some asterisks after that, that means this

21 was a telephone vote that was received from area

22 code 708; is that right?

23 A That is correct.
24 Q Okay. And why are there asterisks after the 7087
10:21:34 25 A We don't retain any data beyond the area code.
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And I went through a rather lengthy explanation of that.

The Department actually has that email in their hands at

this moment. But the term certify is one of those legal

terms. I'm not sure what he meant by it. I'm not sure

the right way to interpret it. But, essentially, he

wanted to know, I believe, do we stand by the results of

the election. The answer is yes.

There were no such emails or contact from

Mr. Morales for the election of interest.

MR. STOLTZ: Okay. Thank you. We had

talked about the ES. Let's shift to the MRNS. And I

understand that, like the ES, there is some kind of

software and programs that run the operations that the

MRNS performs or is tasked with performing.

Q BY MR. STOLTZ: Can you tell us who developed those?
A I did.
Q Okay. And just briefly, what is the purpose of the

MRNS as far as the software that's on it?

What is the MRNS designed to do in the context of

an election?

A What it's designed to do is to sequester member

information into a sequestered server so that member

information is retained on that to permit us things like

uploaded -- we have administrators upload rosters which

necessarily have personal information in them; and to
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1 allow members to log in to get to vote.

2 So, the MRNS is used from an administrative point

3 of view and from a voting point of view as well.

4 Q Can you describe the process that BallotPoint uses if

10:35:43 5 it wants to modify or change or update or revise the

6 software on the MRNS?

7 A When I see that there is something that needs newly

8 creating or a modification of an existing module, I work

9 in a test environment to develop or make that module to

10:36:07 10 make the changes to it. And so, we have a parallel MRNS

11 not used for officer elections where I develop that code,

12 test that code.

13 When the code is tested, I produce an encrypted

14 disgsk, CD, which contains the modules that I need to have

10:36:34 15 uploaded to the MRNS. I don't physically access -- I

16 don't access the MRNS in any way for voting software.

17 Instead, that encrypted disk is carried over to

18 LightPoint, handed to Alden, whatever his last name is,

19 and Alden has a login to the MRNS specific to him that

10:37:01 20 allows him to take that encrypted disk and get the

21 software that resides on that installed into the system.

22 Q And the disk is encrypted.

23 So, I take it that Alden, or whoever it is at

24 LightPoint, they don't actually read what's on the disk;

10:37:16 25 is that correct?
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retain physical copies of all the software that's ever

been installed.

So, long story, but that's how it came about that

LightPoint was involved in the software installation.

Q So, is using LightPoint to do the software

installation, is that something that, if you or

BallotPoint had a change of heart or a new idea, you

could stop doing that if you wanted to; is that right?

A That's correct.

Q And as far as software installation, if you wanted

to, could BallotPoint just get LightPoint to open up the

cage to the MRNS and then do a software update directly?

And I understand that's not your practice. But

if you wanted to change your practice, is that a way you

could do it?

A Not with those disks, no. Not using present
structure.
Q Okay. So, instead of using a disk that's encrypted,

you would have to tell me what you would have to do.

A That's -- as an engineer, there were a lot of

different things that you could do. But certainly, one

of them would be to put software on a thumb drive, stick

in your interchange, plug it in, copy it into the code

base area, and be done with it.

Q Let's talk about the information that is recorded on
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1 the MRNS. And I understand there is something on the

2 MRNS that is called the OEM table, standing for the

3 officer election member table; is that right?

4 A That's correct.

10:44:21 5 Q And you can -- can you tell us -- the OEM table, is

6 it fair to say it stores member identifying information

7 for the voters; is that right?

8 A That's correct.
9 Q Now, BallotPoint --
10:44:34 10 (Exhibit No. 4 was marked)
11 Q BY MR. STOLTZ: Now, when the Department of Labor was
12 investigating this case, at one point, BallotPoint

13 provided a picture file, I think, showing the structure

14 of the OEM table; is that correct?

10:45:08 15 A Yes.

16 Q Okay. And the Exhibit 4, which you've just received,

17 is this the picture of the structure of the OEM table

18 that BallotPoint provided?

19 A I believe it is. Without comparing it to the actual

10:45:24 20 original they sent, I can't say for sure.

21 But it looks like -- very much like the right

22 one.

23 Q There is a -- on Exhibit 4, there is a folder that

24 say Columns, and then under that column, there is a
10:45:40 25 series of little boxes that say -- the first one says
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oem cl id. The second one says oem eid.

A Uh-huh.

Q Is it fair to say that each one of these blue boxes

represents a column in this table?

A That is correct.

Q All right. And can we go through -- and they all
begin with oem . So, for our purposes, is it okay if we
just say -- sort of skip that, but the first one on

Exhibit 4 says cl id.

What does that refer to?

A That's the client ID. ¢l id is the client ID. So,

every client that we have -- every distinct client that

we have, when added to the MRNS, is assigned a random

number which happens to be the client ID.

Q And next on the Exhibit 4, there is oem eid.

And is that the election number that's also on

the votes table?

A Correct. Right. So, for the contested election,
it's 15.
0 And the next item on Exhibit 4 is oem mid.

What is that?

A M-I-D stands for member ID. And the member ID is a

unique identifier provided by the union in a roster to

identify an individual member.

So, it's their internal or external ID, if you
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1 will.

2 Q And the next item on Exhibit 4 says oem mtype.

3 What is that?

4 A Mtype stands for member type, and these have one of
10:47:16 5 really four values. One would be a P, means -- if this

6 member is listed in the roster with mtype set to P, it

7 means that's an eligible participant who, when the

8 election opensg, is free to vote. It might be set to an I

9 to indicate ineligible to vote. So, if that person tried

10:47:39 10 to log in, the login would be rejected for ineligibility.

11 There are also two other administrative values called

12 A and C; A meaning election server administrator, and

13 C meaning election server chair.

14 Q Okay. The next item on Exhibit 4 is oem access code.
10:48:02 15 What is that?
16 A Access code is the -- is a 12-digit unique ID

17 randomly generated by the MRNS and provided to a member

18 through the U.S. mail in the documents that get mailed to

19 each member in each election.

10:48:22 20 And that access code is used to log in to vote.

21 Q Following that on Exhibit 4, there is a number of

22 attributes starting at oem first name going all the way

23 down through attributes, address, city, state, country,

24 | ZIP.

10:48:42 25 Is it fair to say that these columns collectively
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1 give each of the members' name, address, whether they're

2 a flight attendant, what base they're at, the city,

3 state, and ZIP code; is that fair?

4 A Correct. The mailing information would be the name

10:48:58 5 data, the address data, city, state, country, ZIP. And

6 the attributes would be the attributes that we saw on a

7 previous exhibit.

8 Q On the votes table?
9 A On the votes table.
10:49:09 10 Q Okay. Those attributes being what base or airport

11 the particular flight attendant is located at, and also

12 the fact that they are a flight attendant, or an FA?

13 A For this election, correct.

14 Q Okay. Moving down on Exhibit 4, there is oem eaddr.
10:49:24 15 Is that an email address?

16 A That is an email address, correct.

17 Q Okay. So, if the member has an email address that's

18 listed, it would be here. Next on Exhibit 4 is

19 oem_accessed.

10:49:38 20 And what does that refer to?
21 A Accessed is a flag -- a logical flag within the
22 member record here. It's either a 0 or it's a 1. If
23 it's a 0, i1t means this member has not yet accessed the

24 system for this election, as indicated by the eid. 1If

10:49:57 25 it's set to 1, it means the member has accessed the
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1 system.

2 Q Next on the Exhibit 4 is a column oem access_ from.
3 Can you tell us what that means?
4 A Access from indicates, for the election in question,

10:50:15 5 what IP address the member came in from, if voting by

6 Web. And if it's voting by phone, there was a generic

7 IP address which would not be distinguishable from one

8 member to the next.

9 Q So, every member who votes by phone, though, OEM does

10:50:40 10 log an IP address for that member but it's -- they're all

11 the same IP address?

12 A It's an IP address of a portion of the local area

13 network on which the MRNS resides.

14 Q So, it's, essentially, logging the IP address of --
10:51:01 15 A One of our pieces of equipment.

16| Q The next column on Exhibit 4 is ocem_access_when.

17 And can you tell us what that is?

18 A Access when, in the election in question here, was a

19 time stamp with eight-hour resolution. So, it either

10:51:22 20 showed midnight, 8:00 a.m., or 4:00 p.m. on it.

21 And it indicates an eight-hour window during

22 which this member accessed the system.

23 Q So, just so I understand, if the access when stamp

24 shows midnight, does that mean that the member accessed

10:51:41 25 between midnight and 8:00 a.m.?
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1 A Midnight and 7:59, correct.

2 0 And if it shows 8:00 a.m., it means between 8:00 a.m.

3 and 3:59 p.m. on that day?

4 A That's correct.

10:51:53 5 Q And then, likewise, if it shows 4:00 p.m., it would

6 mean between 4:00 p.m. and 11:59 p.m. that day?

7 A Correct.
8 Q Okay. The next column on Exhibit 4 is oem vote cast.
9 Can you tell us what that means, please?

10:52:07 10 A Vote cast is also what we call a logical flag or a

11 flag having values either 0 or 1; and, when combined with

12 the oem_accessed field, tells us the state of this voter

13 with respect to accessing the system.

14 So, it's possible that somebody has accessed the

10:52:33 15 system but is still in the middle of voting, in which

16 case the vote has not yet been cast. If the vote gets

17 cast, then accessed and vote cast both get set to 1 --

18 are both set to 1 at that time.

19 And a subsequent attempt by that member using

10:52:52 20 that access code to get in will be rejected, saying,

21 you've already voted.

22 Q Now, if -- in order for the OEM table for a voter's

23 vote cast column to be switched from 0 to 1, is it fair

24 to say that that requires the ES to notify the MRNS that

10:53:10 25 that voter has now voted?
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1 A That is correct.

2 Q And can you explain, what information does the ES

3 transmit to the MRNS to tell the MRNS to switch the vote

4 cast to 1?

10:53:25 5 A There is a process that we call vote notify. When a

6 voter has cast the vote, the election server knows that.

7 It's now recorded a vote, okay. And so, it sends a

8 message to the MRNS that says, notify the voter that a

9 vote has been cast in his or her account. And that

10:53:55 10 process sends the -- this quantity we've called the

11 one-time password which goes back to Exhibit 1, I

12 believe, the votes table --

13| O  Exhibit 27

14 A That's 2. Okay. The -- so, that one-time password

10:54:12 15 gets passed from the election server to the MRNS along

16 with the vote notify request. So, the vote notify, first

17 of all, says, okay, this member is done, and any internal

18 recollection of that one-time password is erased, okay.

19 It's never gone to disk. It's never gone to a database.

10:54:34 20 It's strictly an in-memory variable.

21 And then, the secondary part of that vote notify

22 operation is, the MRNS says, does this member have a

23 valid email address in his record, at which point the

24 email is sent to the member.

10:54:54 25| Q So --
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1 A I'm sorry. So, at that point, then, the vote cast

2 field has been set to 1.

3 0 Okay. ©Now, the document that you're referring to,

4 Exhibit 2, where there is a unique ID number for each

10:55:09 5 vote, also referred to as a one-time password. So, just

6 so I understand, the unique ID number sits on the

7 election server, and we still have it today.

8 So, we know what the unique ID number was for

9 each vote; correct?

10:55:23 10 A For that election, correct.

11 Q At some point, the MRNS -- excuse me. At some point,

12 the ES sends a message to the MRNS. And if we look at,

13 for example, Exhibit 2, the first vote, the unique ID

14 number is DEFAULT 825723100.

10:55:45 15 So, is it correct that, at some point after this

16 person has voted on the ES, the ES sends a message to the

17 MRNS that says DEFAULT 825723100 has now voted

18 successfully? And I understand it will be in some sort

19 of code.

10:56:04 20 But that's the content of the message?

21 A The portion which is that one-time password will have

22 been sent, correct.

23 Q Now, the ES does not also say, and by the way, they

24 voted for these people; correct?

10:56:17 25 A There is no vote information passed at that time.

www.LNScourtreporting.com

App. 101



Gerry Feldkamp 7/14/2017 61

1 Correct.

2 Q So, all the ES sends is the fact that this voter

3 identified by this unique ID has voted, but we're not

4 going to tell you who they voted for; correct?

10:56:29 5 A That is correct, yeah.

6 Q And then the MRNS is designed to receive that unique

7 ID, use it in some way to change the vote cast column

8 from 0 to 1; is that correct?

9 A Correct. There is an in-memory data structure in

10:56:50 10 cold fusion called application level variables that

11 retains an association for the period of that voting

12 session between the one-time password and the member ID

13 so that we can close off that voter's session.

14 That in-memory variable or application level

10:57:14 15 structure is consulted, indexed into by the one-time

16 password, corresponding member ID is picked out, and then

17 the member's record is modified by -- as the vote cast

18 gets set to 1.

19 Q And at that point, does the MRNS then discard or

10:57:34 20 erase -- or what's the best word for -- how does the MRNS

21 get rid of the unique ID?

22 A It deletes that element of the structure of that
23 in-memory structure.
24 So, it's gone.

10:57:46 25 Q And I take it this all happens in less than a snap of
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1 for each member?

2 A The access code is created at the time that the

3 member is determined to not be in there for this

4 particular election.

11:10:01 5 So, when the record is created, an access code is

6 created at the same time.

7 Q So, essentially, instantaneously with when the MRNS

8 has presented to it by the union administrator a new

9 member, the MRNS puts that member into the OEM table and

11:10:17 10 creates an access code for that member?

11 A That's correct.

12 Q Now, these other fields later, such as oem accessed,

13 access from, access when, vote cast, obviously, these

14 things are then filled in later, depending on whether or

11:10:36 15 not the member does or does not vote, where he votes

16 from, that sort of thing; is that correct?

17 A That's correct.

18 Q Okay. ©Now, as far as the access code getting mailed

19 to the member, I understand that that's handled by a

11:10:46 20 printing company out of Michigan; is that right?

21 A That's correct.

22 Q So, how does that printing company in Michigan get

23 the information it needs in order to mail out the access

24 codes?

11:10:59 25 A The -- we call that role PMSP, printing and mailing
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that are available to us during that voting.

(Exhibit No. 5 was marked)

Q BY MR. STOLTZ: Mr. Feldkamp, I'm showing you

Document 5, which is a printout of a text file.

And to back up, at some point after the election

in question, the Department of Labor asked BallotPoint to

send it the contents of the OEM table; is that correct?

A This refers to item 21.

Do you have a description from Ms. Hussar's

request for item 21°7?

Q Let me just ask you this: Do you remember when the

Department of Labor said we want you to give us the --

whatever info is in the OEM table?

Do you remember that?

A Yes.

Q And what did you -- what was y'all's -- what was

BallotPoint's response to the Department of Labor's

request for the information in the OEM table?

A That we didn't have access to that table.

Q And in this readme file, it says, what we interpret

membership data or table to mean is the data stored in

the officer election members table in the MRNS database.

Do you think that this readme file relates to the

request from the Department of Labor?

A I'm still waiting for item 21 request.
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1 (Exhibit No. 6 was marked)
2 0 BY MR. STOLTZ: Is Exhibit 6 that you now have in
3 front of you the request that you're referring to that
4 you were waiting for?

11:16:29 5 (The witness reviews the document)
6 THE WITNESS: Yes, it is.
7 Q BY MR. STOLTZ: Now, having seen Exhibit 6, do you

8 feel that Exhibit 5 was BallotPoint's response to the

9 Department of Labor's request for the data in the

11:16:50 10 membership table?

11 A That is our response.

12 Q And in Exhibit 5, there is a sentence that says,

13 Neither BallotPoint engineers nor APFA election

14 administrators have direct access to this table.

11:17:14 15 Do you see that?

16 A I do.

17 Q And, in fact, that mirrors what you just told me a

18 minute ago, was that you told the Department of Labor you

19 didn't have direct access to the officer election members

11:17:23 20 table; is that correct?

21 A Correct.
22 Q Okay. And my question to you is: The reference to
23 direct access, what -- that sort of implies that you have
24 indirect access, maybe.

11:17:36 25 But why did you say that you did not have direct
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access to this table?

A That was explained in the sentence following. The

only way that we can get data out of that table is by

providing software to the MRNS, which extracts it from

the table.

We did not have any such software that would

permit that to occur.

Q Okay. And you're referring to here the idea of

extracting or getting data out of the officer election

member table over the Internet; is that fair to say,

through some sort of Web interface?

A Yes.

Q So, when you said you did not have direct access to

the table, is it fair to say that you said that because

the software that, at that time, existed did not have a

function whereby somebody, either an administrator or a

voter or anybody, could log in to the MRNS and extract

this data; you hadn't designed the software to allow

that?
A That's correct.
Q Now, what about if you had just walked up to the

MRNS, gotten LightPoint to bring their key and unlocked

it and then just plugged in a thumb drive to the MRNS?

Could you have --

A I would not have been able to do that.
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Q And why would you have not been able to do that?
A I could not get into the MRNS. I couldn't log in to

the MRNS. I don't have passwords for the MRNS. I can't

get into that server.

You could sit me in front of it all day, and I

can't get into it.

Q Now, when you say you do not have passwords to the

MRNS, you're talking about, for example, when I open up

my -- turn on my desktop computer at my office, there is

a screen that comes up and I have to type in my name and

password, and then it lets me into the computer.

Is that what you're referring to?

A That's what I'm referring to, yes.

Q Okay. Did anybody at BallotPoint have a password to
the MRNS?

A Yes. Jeff Bachofner is the only one.

Q So, if somebody had wanted to just walk up to the

MRNS, get LightPoint to open the cage, and plug in a

thumb drive, it would have had to have been Jeff

Bachofner; isn't that correct?

A Bachofner, vyes.

Q So, Jeff Bachofner is the only person who could have

done that?

A Correct.

Q Okay. So, I guess, at the time, you -- BallotPoint
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1 knew that the Department of Labor wanted the information

2 in the officer election member table.

3 Why not just go pull it off on a thumb drive?

4 A Violated every security policy that we had, which was

11:20:31 5 we don't get to data that we don't deserve to get to and

6 we don't want to get to.

7 Q So, to be clear, Jeff Bachofner could have walked up

8 to the MRNS, got it unlocked, put in the thumb drive, and

9 extracted the data, but that just would have been a

11:20:53 10 violation of a BallotPoint policy?

11 A No. No. That is -- your statement about Jeff is

12 incorrect.

13 Q What's incorrect about my statement?

14 A He would not be able to get into the database server

11:21:04 15 because he doesn't have a password to the database

16 server. He couldn't get in there.

17 It would take both of us.

18 Q Okay. So, if I'm understanding correctly, Jeff

19 Bachofner would have had to go to the MRNS, take you

11:21:24 20 along, you would have asked LightPoint to unlock it, and

21 he could have logged on to the computer.

22 Then once you're in the computer, you could have

23 accessed the actual database; is that correct?

24 A That's correct.

11:21:35 25 Q Okay. And you say, though, that would have violated
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1 a BallotPoint security policy?

2 A We strongly believe in the secret ballot process.

3 And getting into data which has no value whatsoever in

4 the process of doing -- storing and counting the ballots

11:22:13 5 is data that we restrict ourselves from getting to.

6 It's a compartmentalization.

7 Q Now, my understanding is that, in order to -- once

8 the Department of Labor, essentially, said no, we really

9 want that data, we don't care if it's against your

11:22:33 10 security policy, we'll subpoena you, essentially, the

11 Department of Labor said, we really want that data;

12 correct?

13 A Yes.

14 0 And so, BallotPoint eventually said, okay, we'll give

11:22:46 15 it to you, albeit reluctantly; correct?

16 A Correct.

17 Q And the way you decided to get the data to the

18 Department of Labor was by writing a new program and

19 having LightPoint install it; correct?

11:23:00 20 A That is correct.

21 Q And then, based on that program, is it true that that

22 program, essentially, sets up the Department of Labor as

23 somebody who was an authorized person to log in to the

24 MRNS and receive an encrypted version of the office

11:23:18 25 election member table; is that accurate?
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1 A No. It's inaccurate.

2 Q Okay. How did the program work to facilitate getting

3 the data to the Department of Labor?

4 A The program was one that -- I initiated the pulling

11:23:37 5 of the data, and the program itself collected the data,

6 encrypted it in a zip file. There was an 86-character

7 encryption key for that, 43 characters of which were

8 emailed directly to Michelle Hussar at the time the

9 program executed. The other 43 characters of the

11:24:10 10 encryption key were sent to me. She was the only one who

11 received the actual data. I received the other -- she

12 had 43 characters of the key plus the data. I received

13 the other 43 characters. I sent that in an email to

14 APFA, who transmitted it to Ms. Hussar.

11:24-:35 15 She was not set up as -- the Department of Labor

16 was not set up as somebody to get in -- who could get

17 into the system thereafter.

18 Q Okay. So, the system sent -- it was configured for

19 the system to send it to them, and then they could,

11:24:51 20 essentially, decrypt it using the code that has been

21 disbursed between them and you via APFA; is that correct?

22 A Correct.

23 Q Okay. And was your purpose in doing this procedure

24 where it came out in encrypted form and then required two

11:25:06 25 parties to put their key together, did you do that --
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1 well, that's not the only way it could have been done;

2 correct?

3 A Correct.

4 Q You could have just done it in unencrypted plain

11:25:18 5 text; correct?

6 A Correct.

7 Q But you wanted to, as best you could, preserve the

8 confidentiality of those materials; correct?

9 A That is correct.

11:25:30 10 Q Now, I understand that it -- and I understand -- is

11 it true that you personally have never actually seen the

12 data that was delivered to the Department of Labor from

13 the officer election member table; is that correct?

14 A Except for that exhibit you showed me earlier, which

11:25:48 15 I presumed was derived from that.

16 Q I'm sorry. Which exhibit are you referring to?
17 A Oh, this is the votes table. I'm sorry.

18 Yes, you're correct.

19 Q Okay. ©Now, I understand that, in addition to the

11:26:12 20 officer election member table that exists on the MRNS,

21 there is also gsome kind of other information that the

22 MRNS has; and, specifically, some kind of log of MRNS

23 activity; is that correct?

24 A This is a log of MRNS activity, correct.

11:26:32 25 Q And describe for me, what is that log?
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1 numbered paragraph 35.

2 Have you ever seen this before?
3 A I received a copy of it. I have not read it.
4 Q Okay. Do you -- what, if anything, is your

11:48:19 5 understanding of what this is?

6 A Since I haven't read it, I don't have an

7 understanding of what it is.

8 Q Are you aware of the Department of Labor's claim in

9 this litigation that, using the data that was from the

11:48:37 10 officer election member table and the votes table, the

11 Department of Labor was able to look at things like IP

12 addresses and match up specific voters to their votes?

13 A Yes.

14 Q Okay. And as we sit here today, given that that

11:48:59 15 information was provided to the Department of Labor, and

16 setting aside for the moment the question of how it was

17 provided or who -- whether it was required to be provided

18 or any of that, just setting all that aside, given that

19 that information was provided, do you dispute that, with

11:49:14 20 that information in hand, the Department of Labor was

21 able to match up a number of votes to the voters in that

22 manner?

23 A No.

24 Q Are you aware of any other person at BallotPoint who

11:49:32 25 would be -- would dispute that claim?

www.LNScourtreporting.com

App. 112



Gerry Feldkamp 7/14/2017

90

11:49:44

11:50:07

11:50:29

11:51:04

11:51:13

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

A I can't speak for others.
Q Well, I'm just asking: Are you aware of anybody --
is there anybody else at BallotPoint who -- that you're

aware of that thinks, well, no, there is no way the

Department of Labor could have done that?

A That discussion hasn't occurred.

Q And do you agree that, as we know from the exhibits

we've talked about today, Exhibit 4 is the officer

election member table structure, and it shows that there

is a column that shows the IP address that a voter has

accessed from; correct?

A Correct.
Q All right. And we also know from Exhibit 2 that the
votes table has a -- I'm sorry. Scratch that.

We're also aware from Exhibit 2 that, in the From

column of the votes table, if a person voted over the

Web, there is an IP address listed there; correct?

A Yes.

Q Okay.

MR. WARMAN: You let me know if you need any

of those back to refer back to. TI'll pull those up.

THE WITNESS: All right.

MR. STOLTZ: If you want to look at

Exhibit 2, we can use that one.

MR. WARMAN: What was the one you referred
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1 to a few moments ago?
2 MR. STOLTZ: Exhibit 4.
3 MR. WARMAN: 4.
4 Q BY MR. STOLTZ: So, on Exhibit 2, if you go down the
11:51:20 5 From column and you see an IP address -- the first vote
6 that occurred over the Web, and there is an IP address
7| listed, 71.175.54.91.
8 Do you see that?
9 A Yes.
11:51:31 10 Q Okay. And let's assume that, if you look through the
11 whole rest of the votes table, that's the only time that
12 number appears.
13 Just assume that, okay?
14 A Yes.
11:51:40 15 Q Okay. If that IP address appears only one time on
16 the votes table in Exhibit 2 and that same IP address
17 appears once on the officer election member table, would
18 you then agree that that enables somebody -- in this
19 case, the Department of Labor -- to link the voter to his
11:51:59 20| ©or her vote?
21 A Yes.
22 (Exhibit No. 9 was marked)
23 Q BY MR. STOLTZ: Do you recognize Exhibit 9,
24 Mr. Feldkamp?
11:53:14 25 (The witness reviews the document)
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1 Q And is there a reason for that?

2 A Yes.

3 Q What's the reason?

4 A It's -- there are problems with such elections right

12:28:39 5 from the beginning, starting with registration and

6 knowing what a valid roster is. We like union elections

7 because the roster comes from the union, which comes from

8 the company, typically. And so, you can count on the

9 people who are voting being properly registered voters.

12:29:06 10 Q I want to ask about the -- we talked earlier about

11 the information that's on the officer election member

12 table and how it's accessible or not accessible. Tell me

13 about the election support requests, though, that can be

14 submitted during the course of an election.

12:29:31 15 What is an election support request?
16 A An election support request is issued by an election
17 admin from the union, and it's a -- the admin logs in to

18 the MRNS, pulls up the submit support request command,

19 and fills out a form. And that form is -- asks for the

12:30:02 20 member ID of the person in question that it's inquiring

21 about, asks for what election are we talking about, and

22 provides a box that can be filled out by the admin

23 describing the problem. There are admonitions in there

24 about including any personally identifying information.

12:30:24 25 The member ID value is used to obtain data from
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1 the officer election member table that we historically,

2 over 16 years, would have found to be helpful to an

3 administrator in describing to the member, in turn,

4 whether there was really a problem or not a problem.

12:30:49 5 Q So, in terms of the type of data during this

6 election, my understanding is that -- let's take a voter

7 who had already voted -- or a vote had been cast on that

8 voter's account already and, for whatever reason, there

9 is an election support request. So, the administrator,

12:31:08 10 as I understand it, would go and enter the member ID

11 number onto the website.

12 That's the first step; yes?
13 A Correct.
14 Q And then, once the administrator has entered that

12:31:20 15 member ID and whatever message she wants to transmit,

16 then the system automatically pulls certain information

17 about that member ID from the officer election member

18 table; is that correct?

19 A That's correct. Right.

12:31:32 20 Q And that information for a member who had voted --

21 and let's assume it was a vote over the Internet --

22 included the IP address that the member voted from; is

23 that correct?

24 A That's correct.

12:31:43 25 Q And did it also include the IP address -- or the time
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that the access was made?

A It included the eight-hour time stamp, which is all

that's available on the OEM table at that time.

Q And it also pulls the information from the MRNS that

indicates whether or not the member has, in fact, voted?

A Well, you assumed that the member had voted.
So, yeah.
Q Assuming they did, it would say vote cast?
A Whoever it was that was being identified, whether it
was a vote cast -- whether the person had accessed the

system, whether a vote was cast.

And the When and the From fields, those would be

portrayed in that email.

0 So, there is an email generated that has the message

from the union administrator that's prompted this support

request, along with information of where they voted from,

if they voted, you know, did they vote, that sort of

thing.
Where does that email go?
A It goes to me, Mike Baum, and Bob Thompson.
Q And then do you typically -- you then follow up with

the election administrator to explain how you either

resolved the problem, or why it's not a problem, or

whatever?

A Correct.
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Q Now, has the system whereby the election support
request feature -- as I understand it, correct me if I'm

wrong, but at the time of this election, the election

support feature could be used to extract data from the

officer election member table about what IP address a

member voted from; correct?

A That's correct.

Q Okay. And has that subsequently been changed?
A Yes.

Q So, after this election, the election support

request, you tweaked the code so that it no longer pulls

that information from the officer election member table;

is that fair to say?

A No.

Q Okay. What happened?

A Okay. We have changed it so that, at this moment in

time, when a person accesses the system, all we put in

the From field is whether it's by Web or by IVR. The

When field is, literally, left parentheses, not logged,

right parentheses.

And so, we made the -- we basically incapacitated

those two data fields.

Q So, the MRNS is no longer logging IP addresses at

all; is that what you're saying?

A That is correct.
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Q And, therefore, of course, it can't, then, send those

to you as part of an election support request; correct?

A Correct.

Q Was that change that you just described to how the

MRNS logs IP addresses, was that accomplished by

presenting an encrypted disk to LightPoint through the

process?

A Yes, of course.

Q Now, I understand from the expert disclosure that we
discussed earlier that had the -- your opinions and

explanations in this case, which is Exhibit 1, one of

your explanations is that it's not physically possible

for a person to observe the counting of votes in the

system; is that fair to say?

A What opinion are you pointing to?

Q Exhibit --

A What page?

Q I'm sorry. Exhibit 1, page 7. For example, you say

that these operations occur at space and time scales far

too small for direct human observation.

A Yes.

Q So, in terms of observing the counting, a union

member or candidate or observer is, obviously, able to

observe somebody flashing up a completed tally sheet on a

screen somewhere. And I'm showing you Exhibit 3, which
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1 is the tally sheet; right?

2 So, a union member can, presumably, see this when

3 the results are announced; right?

4 MR. ALEXANDER: What exhibit are you holding

12:36:50 5 up?

6 MR. STOLTZ: Exhibit 3.
7 MR. ALEXANDER: Thank you.
8 THE WITNESS: Yes. Or published in any

9 other number of ways.

12:36:58 10 Q BY MR. STOLTZ: Is there any other mechanism that

11 you're aware of whereby an observer observes any aspect

12 of counting, other than just seeing this Exhibit 3

13 published?

14 MR. ALEXANDER: Object to the form of the

12:37:11 15 question, misstates prior testimony; mischaracterizes

16 Exhibit 3.

17 THE WITNESS: Okay.

18 Q BY MR. STOLTZ: You can still answer the question.

19 A Okay. I mean, since I'm not used to the process, I
12:37:27 20 don't -- I kind of lose my track.

21 MR. ALEXANDER: Would you read the question?

22 (The reporter reads the question)

23 THE WITNESS: That would be up to the

24 individual observer. With the vote digests and access to

12:38:01 25 the -- what I believe I called tally records table or
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something like that, to the entire data that results from

the decrypted -- the double encryption, okay, and MRNS

observer type -- an MRNS qualified observer could take

the vote digests, make sure that they actually appeared

in the decrypted table. The decrypted table could be

compared, in the January 2016 election, to the votes

table or the data that votes -- the plain text strings

that were stored in the votes table to corroborate the --

what was stored in encrypted form with the data that was

stored in plain text form. We, in fact, did that

ourselves for that verification.

So, somebody who was both interested and

knowledgeable could have performed exactly the same

function, okay, so that the -- the important thing there

is that the votes that existed in plain text matched up

to the ones in the tally records table. So, if an

observer had access to both, then they could corroborate

that the count was done correctly. Further, if the votes

table just plain text strings were done -- had been made

available to an observer, then a simple Excel program

could be written to count from those, okay, and those

could be compared against the count.

Early on in our association with the Department

of Labor --

MR. WARMAN: Just answer his question.
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1 THE WITNESS: Did that answer the question?
2 MR. STOLTZ: Yeah.
3 Q BY MR. STOLTZ: I think I asked, yeah, what -- other

4 than Exhibit 3, what other ways can an observer observe

12:40:07 5 things. And you mentioned the vote digests; correct?

6 And also, they could tally up the vote strings -- the

7 unencrypted vote strings on the vote table; correct, if

8 they're given access to that?

9 A (The witness nods head.)
12:40:18 10 Q Is there anything else that you can you think of?
11 A Those would be the items that are critical in the

12 design.

13 Q And out of those three items, obviously, we know that

14 Exhibit 3 was given to union members and observers.

12:40:32 15 The vote digests may or may not be available,

16 depending on what the union decides to do; correct?

17 A Correct.

18 Q And, likewise, the vote table itself, does the union

19 get to decide whether to give that to observers?

12:40:45 20 A It's generally -- that's generally not produced,

21 okay. It was something specifically requested on

22 3/21/2016. And so, we pulled the data out for that. But

23 you know, there are a lot of ifs here.

24 And so, i1f somebody had that data, they could see

12:41:06 25 it and do the counting on their own.
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1 Q Let me ask you -- I understand how comparing the vote

2 digests to the doubly encrypted votes is a way to verify

3 that the vote hasn't been changed or altered or dropped,

4 you know, since it's been digested.

12:41:21 5 But prior to when a vote is really digested, in

6 that split second when a vote is initially cast, let's

7 say an observer wants to have some way to observe or

8 verify that the vote is actually recorded in the

9 BallotPoint system consistent with what the voter

12:41:41 10 actually intended to cast; in other words, the voter is

11 looking at a screen and intends to vote for candidate 1.

12 Is there a way that an observer can verify that

13 that vote is actually logged as for candidate 1 in the

14 system?

12:41:57 15 A I'm not sure that that's a role of an observer.

16 There is no way that an observer can get to the

17 individual screen for a member or to the individual phone

18 call for a member.

19 That seems like a violation of secrecy.

12:42:17 20 Q Right.

21 And I'm not -- for example, in an election that

22 occurs just at a physical polling site, an observer can

23 watch a voter mark a ballot, not looking over the

24 shoulder, but they can watch from a distance that an

12:42:34 25 observer -- that the voter marks the ballot and then
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deposits it into the ballot box. And then they can watch

that ballot box until it's opened and then the votes are

counted. So, my question is: Here -- and that way they

have some assurance that the vote that went into the

ballot box is the one that the voter intended to go in.

Is there a similar way that an observer -- let's

just call them a person here -- can verify that the vote

that is recorded in the ballot box is actually the vote

that was intended?

A No.

Q The --

A May I add something?

Q Sure. If you'd like to add something, go ahead.

A That's the point of the confirmation numbers. It's
our view it's not the business of the observer -- an

observer under an LMRDA kind of an environment to be able

to look at how an individual has cast his vote. That's a

violation of secrecy. Providing that information via the

confirmation number in a post-election structure of some

kind so the individual voter could see that his vote was

cast as intended is critical to the system.

I think that's an important part of what the

BallotPoint system has.

Q Now, I understand there is something called a who

voted report that is generated after the election.
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1 A Correct.

2 Q And that is literally just a list of every person who

3 voted; right?

4 A Correct.

12:43:59 5 Q So, an observer, 1f they want to go look and see,

6 okay, these are the 100 or 1,000 or however many people

7 who voted; correct?

8 A Yes.
9 Q Now, at a physical polling site election, in
12:44-:11 10 practice -- in theory, an observer could literally sit

11 there and watch voters come up and see who they are, and,

12 thereafterwards, compare that to the list of people who

13 voted and say, yeah, I saw John walk up and vote, and

14 here he is on the list.

12:44:26 15 How can a person in this election here, how can

16 they assure themselves that the who voted list accurately

17 reflects who did, in fact, vote?

18 MR. ALEXANDER: Objection, calls for

19 speculation.

12:44:38 20 THE WITNESS: Yeah. I can't answer that.

21 But I will say that the same is not true in -- the same

22 concern would be available to mail ballots.

23 Q BY MR. STOLTZ: So, you said you couldn't answer.

24 Are you -- 1is it you couldn't answer because

12:45:07 25 you're not aware of any way for a person to verify that;
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1 is that fair to say?

2 A There is no way to verify -- that an observer can

3 verify that that individual cast a vote from his kitchen

4 or on the phone or on a Web browser.

12:45:23 5 There is no way to do that.

6 Q The -- getting back to the servers, the MRNS server

7 and the ES server, do those contain a trusted platform

8 module?

9 A I don't know what we're talking about there.

12:46:01 10 Q Okay. Do those contain an integrated lights out

11 management system?

12 A I don't know what the term refers to.

13 Q When you access -- the ES, I understand, can be

14 accessed over the Internet, for example, to update the

12:46:19 15 software; correct?

16 A Correct.

17 Q How is that Internet access accomplished? Is it a

18 remote access? Is it some other feature?

19 What is 1it?
12:46:27 20 A It's a remote access.
21| Q Is it a VPM?
22 A It uses the Team Viewer software.
23 Q Team Viewer software?
24 A Viewer. It's a commercial product.
12:46:37 25 Q Any other features or things that are associated with

www.LNScourtreporting.com

App. 126



Page 130
1 CERTIFICATE
2 I, Paula D. Tieger, a Registered Professional Reporter
and Notary Public for the State of Oregon, hereby certify
that said witness personally appeared before me at the
time and place set forth in the caption hereof; that at
said time and place 1 reported in stenotype all testimony
adduced and other oral proceedings had in the foregoing

matter; that thereafter my notes were transcribed through

© 00 N o 0o A~ W

computer-aided transcription, under my direction; and
10 that the foregoing pages constitute a full, true and
11  accurate record of all such testimony adduced and oral
12 proceedings had, and of the whole thereof.

13 Witness my hand at Portland, Oregon, this 27th day of
14 July, 2017.

15

16

17

18 Paula D. Tieger, RPR 49286

19 Expires 9/30/19

20 Notary Public 957195

21 Expires 12/8/20

22

23

24

25

Electronically signed by Paula Tieger (001-284-822-4350) b5f4c568-9367-4cb(é0892f32130’z7a



App. 128



App. 129



OfFicerEleEtionMembers
table in the MRNS database

Neither BallotPoint engineers nor APFA election administrators have direct access to
this table

App. 130



Charles Stapleton

Washington, D.C.

July 28, 2017

10

11

12

13

14

15

16

17

18

19

20

21

22

Page 1

IN THE UNITED STATES DISTRICT COURT

FOR THE NORTHERN DISTRICT OF TEXAS

FORT WORTH DIVISION

- - - - - - - - - - - - - .- ¥
R. ALEXANDER ACOSTA,
Secretary of Labor

Plaintiff, : Civil Action No.

V. : 4:16-cv-1057-A

ASSOCIATION OF PROFESSIONAL
FLIGHT ATTENDANTS,

Defendant.
- - - - - - - - - - - - .- ¥

Washington, D.C.
Friday, July 28, 2017
Deposition of CHARLES STAPLETON, a witness

herein, called for examination by counsel for
Plaintiff in the above-entitled matter, pursuant to
notice, the witness being duly sworn by ANGELA K.
MCCULLOUGH, RPR, a Notary Public in and for the
District of Columbia, taken at the offices of
Bredhoff & Kaiser PLLC, 805 15th Street, Northwest,

Suite 1000, Washington, DC, at 9:59 a.m., Friday,
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1-800-FOR-DEPO

1 PROCEEUDTINGS

2 Whereupon,

3 CHARLES STAPLETON,

4 called as a witness by counsel for the Plaintiff, and
5 having been duly sworn by the Notary Public, was

6 examined and testified as follows:

7 EXAMINATION BY COUNSEL FOR PLAINTIFF

8 BY MR. STOLTZ:

9 0. Good morning, sir. My name is

10 Brian Stoltz, and I'm the attorney for the Plaintiff
11 in this case, which is the Secretary of Labor.

12 I understand you have been retained by the
13 Defendant; is that correct?

14 A. Yes.

15 Q. And can -- can you please tell us your

16 full name for the record.

17 A. Charles Curtis Stapleton.

18 Q. And, Mr. Stapleton, you've been retained
19 as an expert witness by the Association of
20 Professional Flight Attendants, also known as the
21  APFA; is that right?
22 A. I was retained by Bredhoff & Kaiser.
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1 Q. So you're retained by the APFA's law firm
2 on behalf of the Defendant?

3 A. Yes.

4 Q. And I understand that you've reached some
5 opinions in this case; is that correct?

6 A. Yes.

7 Q. Okay. What -- what opinions have you

8 reached in this case?

9 A. They're in the report, obviously. Are you
10 asking me to tell you what's in the report?

11 Q. I'm not looking for a word-by-word

12 recitation. I'm just saying -- what are your

13 opinions? What are your main opinions?

14 A. Well, one is that, in general, the -- I

15 believe the election that was held in January --

16 there's no reason to believe it was incorrectly

17 tallied.

18 Q. Okay. So there's no reason to believe the
19 January -- you're talking about the January 2016
20 election for the APFA, right?
21 A. Yeah.
22 Q. Okay. So you -- you have one opinion that

Alderson Court Reporting
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1 was given to you on a flash drive?
2 A. Yes.
3 Q. And then using some kind of standard tool
4 that you have, you were able to then physically look
5 at the code and see what it says essentially; is that
6 right?
7 A. Yes.
8 Q. And where did this review occur?
9 A. In Portland.
10 Q. And where in Portland?
11 A. At the BallotPoint office or a BallotPoint
12 office, I suppose.
13 Q. And is this in the office where
14 BallotPoint has, like, Dan Hilderbrand -- you know
15 Dan Hilderbrand, right?
16 A. Yes.
17 Q. He's got kind of his own little area that
18 has a door, and then there's kind of a bullpen-type
19 area where some of the other personnel have their
20 work areas. Is that the office you're thinking of?
21 A. That sounds like where I was, yes.
22 0. I've been there, too. I just want to make
Alderson Court Reporting

www.aldersonreporting.com

App. 134



Charles Stapleton July 28, 2017
Washington, D.C.

Page 44

1 A. I mean, it might be obvious to some.
2 Q. Well, you could -- you could look at the
3 IP address from the ES, find the same IP address from

4 the MRNS, find who they voted for, and find their

5 name, right?
6 A. Yeah. Potentially.
7 Q. Is it your impression -- you talked to the

8 folks at BallotPoint, correct?

9 A. Yes.
10 Q. Okay. 1Is it your understanding that they
11 intentionally did not allow for any such report to be
12 generated, or was it just sort of dumb luck that you

13 couldn't do this?

14 A. So I don't believe they intentionally

15 provided a facility to do that.

16 Q. So your review of the application code on
17 the ES and the MRNS confirms that no user can get on
18 the internet and generate reports from the ES and the

19 MRNS that show IP addresses from both server, right?

20 MR. ALEXANDER: Object to the form of the
21 question, asked and answered.
22 You can answer it again.
Alderson Court Reporting
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THE WITNESS: Yeah. That there was no way

that you could use the application to generate a
report that would link IP addresses, and timestamps,
and users from one to IP addresses, timestamps, and
votes from the other.
BY MR. STOLTZ:

0. And, in your mind, I mean, that's a --
that's a fact that supports your opinion that the
system did not provide reports that allowed votes to

be linked to voters, right?

A. Yes.
Q. Are there any other facts aside from this
fact about what reports could be generated -- any

other facts that you relied on or that you believe
support the opinion that you can't link votes to
voters?

A. That the application didn't provide a
facility to do that? 1Is that what you're asking?
That -- is that what you're asking?

0. Well, I think so. I think we've already
discussed now and, I think, confirmed that your

review showed that the application did not provide

45
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any facility to allow users to log in and generate

that type of report that would link votes to voters,

right?
A. (Witness nods.)
Q. So we've already talked about that.
A. Correct.
Q. And that obviously supports -- in your

mind, that supports the opinion that, you know, the

system didn't allow votes to be linked to voters,

right?

A. Well, my opinion is not that it didn't --
the system -- that it wasn't possible to link votes
to voters. It was that there was no application code

or function that allowed users to do that.

Q. Okay. So you've drawn a distinction there
between -- you said there was no function that
allowed users to do it versus it wasn't possible.

Does that mean it is possible through some
other mechanism, in your mind?

A. Yeah, yes.

Q. Okay. And is that the -- you're familiar

with what the Department of Labor did once they

46
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gathered information from both servers?
A. Yeg d
Q. Okay. So is it fair to say that you agree

that what the Department of Labor did allows linking

votes to voters? Is that accurate?

A. MES).
Q. Okay. So any other facts that you're
relying on or that support your opinion -- well, I

guess you've answered that gquestion because you said
the opinion is that the system did not allow users to
make a report that shows IP addresses from both
servers. And that's based on your review of the

system, right?

A. It didn't create a report that users
could -- that would link voters to votes, yes.
Q. Now, did you, as part of your review,

consider other ways that people could gain access to
the information on the ES and the MRNS, or was that
outside the scope of your review?

A. Well, my review was primarily to
understand how the system worked and what protections

were in place. And so all things related to security
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1 users interact with the server by -- by working with
2 a test system.
3 Q. Okay. Anything else?
4 A. No.
5 Q. And when you say, "Reviewing how users
o interact with the server," do you mean that you were
7 able to sort of get your own log-in and see what a
8 user would see if they logged in as an administrator,
9 or as an observer, or as a voter? Is that what we're
10 talking about?
11 A. Yes.
12 Q. The source code that you mentioned in
13 connection with your opinion that there's no reason
14 to believe that the vote was incorrectly tallied,
15 what source code did you review?
16 A. The source code that counts ballots
17 elections.
18 Q. And is that --
19 A. And the source code that produces reports.
20 Q. Anything else? Any other specific source
21 code?
22 A No
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Q. Now, this source code that you reviewed
that counts ballots elections and produces reports,
is it within the body of source code that you earlier
described as the voting application code?

A. Yeah. By voting application, I'm
referring to all of the code that makes up the -- the
BallotPoint voting system.

0. So this is, again, within the same body of

BallotPoint-created code that exists on the ES and

the MRNS?
A. Correct.
Q. Okay. And, within that code, there are

specific subsets of code or sections that perform a
counting function or perform a producing-report
function; is that generally correct?

A. MELS).

Q. And so you specifically looked at the
portion of the code that performs the counting
operation, right?

A. And produced the results of that.

Q. And so the -- I gather that the counting

operation of the code, that's probably a relatively
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1 basic concept in computers, a counting function. Is
2 it?
3 A. Yes.
4 Q. And you reviewed that counting function
5 just to -- well, you tell me. Why -- what did you
6 review that counting function for?
7 A. To determine if there was anything unusual
8 about it.
9 Q. And did you find anything unusual?
10 A. No.
11 Q. So your review of the counting function
12 left you with the impression that, when it counts, it
13 actually does count in the correct manner
14 essentially?
15 A. Yes d
16 Q. Okay. And as far as the producing-report
17 code, what does that code do in general terms?
18 A. Well, counting the tally is one thing, and
19 then letting users know what the result is is a
20 different thing. So producing the reports or pages
21 is -- 1is producing the results of the tally.
22 0. So, if I understand correctly, once the --
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correct?

A. I looked at this, but I did not consider
whether they were wrong or right necessarily. I was
just using it for background information to
understand. I don't remember if I agreed with
everything or disagreed with anything.

Q. And in this case, though, are you offering
any opinions on whether the Department of Labor could
or could not perform the vote-to-voter linking that
they describe here in Exhibit 1, interrogatory No. 17

A. With regard to being able to link votes to
voters, I believe that they did that.

Q. Let me ask about your background. I
understand that you're the founder and CEO of a
company called Adept Security Consulting, LLC; is

that right?

A. Yes.

Q. What is Adept Security Consulting?

A. It's an information security consulting
firm.

Q. So just generally speaking, what kind of

work does the company do?
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winner -- a human winner of a vote, or something like
that.

Q. And what have you worked on that -- it
sounds like there may be something in your mind.
A. Well, I mean, I've worked on many systems.

And, you know, some systems I can think of collect
information from people and then make determinations
on what to do based on, you know, how similar or
dissimilar that information they collect from people
might be.

Q. Okay. So you've worked on systems that
collect information, but just not voting specifically
in the -- in the context of a contested election for
people; fair to say?

A. Yes.

MR. STOLTZ: Do you want to go off the
record for a sec.

(Recess.)
BY MR. STOLTZ:

Q. Okay. Mr. Stapleton, I understand that
you visited Portland, and you were in the BallotPoint

office in Portland, and you had some discussions with
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BallotPoint personnel; is that right?

A. MELS).

Q. Have you had any other discussions with
anybody from BallotPoint outside of your meeting in
Portland?

A. No. Maybe back in 2008 or '9.

Q. Good point. And I'm referring to -- for
purposes of this case. So your answer is no for
purposes of this case?

A. Yes. No. My answer is no for purposes of

this case.
Q. Thank you.

Now, when you were in Portland, did you go
to this LightPoint facility that BallotPoint uses as
a collocation facility?

A. Yes d

Q. And what, generally speaking, is a
collocation facility?

A. A facility where people can put their
computers that have more security, maybe better
internet, better power. And that's kind of run and

maintained by other people, the facility, as opposed
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1 to housing it in their own office.
2 Q. So there's an advantage I guess, if you --
3 if you have a computer that's performing some
4 important function for your business, you can put it
5 somewhere, and maybe they have a backup power system?
6 A. Correct.
7 Q. And they may have a better fire protection
8 system or something like that?
9 A. Correct.
10 Q. And they also have security in place,
11 obviously?
12 A. In most cases, yes.
13 Q. And the use of these collocation
14 facilities, is that a common thing in the -- just in
15 business generally? Do people use these?
16 A. Yes.
17 Q. And is a -- LightPoint, I understand, is
18 the company that operates the collocation facility;
19 is that right?
20 A. That's my understanding, too. Yeah.
21 0. Okay. And this is a thing where there's
22 companies that are in the business of operating
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collocation facilities? I guess they charge a rent
or something like that?

A. Yes.

Q. And how does one -- if I run a business
and I want to put a computer in a collocation
facility, how do I go about doing that?

A. Call the collocation facility and ask them
how to do that.

Q. And so they'll tell you if, you know, we
don't have space for it, we do have space, this is
how much we charge, stuff like that?

A. I imagine.

Q. And collocation facilities -- I gather
they don't let just any member of the public in to
look at the computers and poke around, do they?

A. I don't know what policies are for
different collocation facilities.

Q. Do you have any experience yourself
dealing with collocation facilities?

A. I've worked in several collocation
facilities performing tests.

Q. And when you've -- well, for example, when

76
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you visited the collocation facility in Portland with
BallotPoint, how did that work for you to gain access
to that facility?

A. I went over with Gerry and, you know, a
couple of people. And they had key card access, I
believe, to the facility.

Q. So the fact that you were with
BallotPoint -- BallotPoint -- some of their personnel
have the ability to get in this facility, and you
tagged along with them; is that fair to say?

A. Yes. I went with them to the facility.
(Exhibit No. 2 was marked for
identification.)

MR. ALEXANDER: Thank you.
BY MR. STOLTZ:

Q. I've handed you a document marked as

Exhibit 2. Do you recognize this as your expert

report in this case?

A. Yes d

Q. On page 3, there is a -- that's page 3 of
Exhibit 2. There's a section D called "Documents and
Other Materials Considered." Do you see that?
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0. LightPoint does that?

A. Oh, no, no. Sorry. No. BallotPoint
implements changes to the ES code.

Q. Is there any similar log on the --
available through the ES that shows when the ES code
was changed?

A. No.

Q. And obviously, if LightPoint is not
involved with ES code changes, LightPoint would have
no log of those, correct?

A. I don't think they would.

Q. On page 8 of Exhibit 2, there's a
paragraph at the bottom that said, "My specific
assessment approach was tailored based on previously
reported system security concerns." And then it goes
on to list other items. Do you see that?

A. Yes.

Q. What is the previously reported system
security concerns that you're referring to here?

A. When I -- before I conducted my
assessment, I was aware that an election had been

contested. And I was aware that votes had been
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Q. What -- what did you consider about the
issue of a person who has physical access to the

BallotPoint servers?

A. Primarily whether or not they could do
it -- whether there would be a trail of them doing
it.

Q. So did your review -- are you giving any

opinions in this case about whether somebody who has
physical access to the ES and physical access to the
MRNS can extract data physically from those servers?
Are you giving any opinion about that?

A. I don't believe so. 1I'd have to read
through entirely to remember completely. But I don't
believe I am.

Q. Turning to page 12, first paragraph where
it says, "My review of the application source code
also determined that the system did not provide a
mechanism by which users (including BallotPoint
administrators, APFA election officials, and voters)
could access the IP address information stored on the
MRNS," do you see that sentence?

A. Yes.
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1 Q. My question about that sentence, again, is
2 users here is referring to people who are accessing

3 the server over the internet, correct?

4 A. Yes d

5 Q. So you're not making any claim here that

6 people who have direct physical access to the MRNS

7 cannot access IP address information, are you?

8 A. I'm not claiming that.

9 0. And just to confirm, I believe you said

10 earlier -- or you agreed earlier that a person --

11 certain administrators on the ES are privileged to

12 extract IP address, and timestamp, and vote data from
13 the ES over the internet, correct?

14 A. Yeah. With regard to whether it's on the
15 ES or MRNS, I mean, logging in -- overall, in the

16 system, the information that's on the ES is

17 accessible -- that information can be looked at.

18 Q. And are you making any claim about whether
19 the IP addresses, and the votes, and the timestamps
20 on the ES can be pulled by someone who just has
21 direct physical access to the ES?
22 A. Am I making -- I'm sorry.
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Q. And based on your review of that trail,
you can conclude that there was no changes at the
time that would've made the IP addresses and voter

names accessible over the internet, right?

A. Yes.
Q. Now, did you conduct any similar review of
the -- whatever forensic trail might exist for

somebody who wanted to make a change to the MRNS by
physical access?

A. No.

Q. And, likewise, did you conduct any review
of whatever forensic trail might exist for somebody
who wanted to not make a change to the MRNS software
but simply plug into the MRNS and extract data from
it?

A. No.

Q. There's a discussion in your report of
communications between the MRNS and the ES using a
so-called one-time password. And without getting
specifically into the report -- but what's your
understanding of how this one-time password feature

works?
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1 A. The one-time password is used to allow the
2 MRNS and the ES to understand that they're

3 communicating about a particular vote.

4 Q. So i1s it fair to say -- well, first of

5 all, do you know who -- who generates this one-time

6 password?

7 A. Yes d

8 Q. Okay. And who's that?

9 A. It's in the diagram. I believe it's the
10 ES.

11 Q. So the one-time password is associated --
12 it's -- excuse me. Assuming that it's generated by
13 ES, the one-time password is linked to a vote on the
14 ES; is that right?

15 A. It's linked to a voter session, basically.
16 0. Well, do you know -- for example, if I

17 were to look at the votes table that comes from the
18 ES, would the one-time password appear on that table
19 next to the -- the specific vote, the time it
20 occurred, and all that? Do you know?
21 A. I don't believe it would.
22 Q. Okay. Do you know -- is the one-time
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password saved in any way, —-- in other words, such
that it continues to exist even after the election --
on any of the reports that are generated by the ES?
Do you know?

A. I don't believe it is, no.

Q. Are you aware -- is the one-time password
saved anywhere on the ES during and after the
election?

A. I believe during a voting session it is on

the ES. Yeah.

Q. And a voting session refers to what
exactly?
A. The interaction between the voter and the

voting system from the time they log in to the time
they cast their -- to the time the vote is recorded.

Q. So the voting session is the few minutes
or however long it takes for the voter to actually
work through the system, input their credentials,
select who they're going to vote for for each race,
and then finish, more or less?

A. Yes.

Q. So the voting session just refers to that
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1 period of time essentially that --

2 A. Yes.

3 Q. So i1it's your understanding then that the

4 ES is generated on the -- I'm sorry. The one-time

5 password is generated on the ES. It exists at least

6 for some period of time in connection with a voting

7 session. But is the one-time password also sent to

8 the MRNS at some point?

9 A. Yeah, I believe the MRNS actually requests
10 that one be created by the ES and then receives one
11 from the ES.

12 Q. And is the purpose of the -- well, does

13 the MRNS associate the one-time password with a

14 specific voter?

15 A. It takes the one-time password, and it

16 associates a voter type, I suppose, with the one-time

17 password.

18 Q. And what does that mean, "voter type"?

19 A. During an election, there could be voters

20 that may have access to ten different ballot

21 selections or maybe three as an example.

22 Q. So, in this election specifically, my
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1 understanding is that every voter was voting for the
2 same four races and had the same four decisions to
3 make or choices. So how does -- how does that
4 function in this race?
5 A. Because the ES has to have some way to
6 determine what type of ballot to provide the voter.
7 Q. Okay. So I think I understand. So the --
8 the MRNS says request a one-time password for this
9 voting session, and it's going to be a voter who will
10 vote in all four races, let's say?
11 A. Yeah.
12 Q. Okay. And then the ES creates a --
13 essentially records a vote during that session. And
14 you think the one-time password is not actually
15 correlated in any way with the wvote, though? Is that
16 what you think?
17 A. With the vote selections, right.
18 Q. Okay. 1It's not correlated with the vote
19 selection?
20 A. Correct.
21 Q. So another way to ask that is -- say I
22 know one of the one-time passwords. Can I go on the
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ES and look up what votes -- what specific votes are
associated with this one-time password?
A. No, I don't believe so.
Q. Now, at some point, the -- the MRNS has to

be informed that a known, identifiable voter has now
successfully cast a vote, correct?

A. Has to know that a vote has been
completed. Yeah.

Q. And, at that point, the MRNS then makes
some change in its table to show that voter John Doe
has now voted and can't vote again, right?

A. Right. Whether he can vote again or not,
I think, is, like, an option that can be set. But
whether the voter has voted, yes.

Q. So 1s it your understanding that the ES
transmits the one-time password to the MRNS so that
the MRNS can mark somebody as having voted? Is that

how 1t works?

A. Yes
Q. Okay.
A. Well -- yeah, I believe so. I'd have to

consult the diagram again. But I believe that's one
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1 of the main reasons why it exists.

2 Q. So the MRNS then by necessity --

3 MR. ALEXANDER: You want to let him review
4 his --

5 THE WITNESS: Yeah. Can I take a look

6 real quick?

7 BY MR. STOLTZ:

8 Q. Sure. Go ahead.

9 A. (Witness complies.)

10 Yeah. It's to let the voter know that --
11 it's to let the system know that a voter has

12 completed a vote.

13 Q. So the MRNS logically -- would you agree
14 that the MRNS has to know an association between a

15 one-time password and a specific voter? Correct?

16 A. Yes d

17 Q. And that's because the MRNS has to be able
18 to go down the list of voters, and find John Doe, and
19 mark that he's now voted, right?
20 A. Yes d
21 Q. So in your report on page 15 -- well,
22 first of all, just conceptually, let's assume that
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A. There are probably a variety of different
ways to do it.

Q. Do you know the names of any such
companies that do that?

A. I mean, as an example, Gmail would almost
be like that. The most -- most mail services are
going to be like that. Microsoft.

Q. So do you know if this third-party mail
server company -- do they keep copies of all the
e-mails they send?

A. I don't know.

Q. If we wanted to find that out, I guess
we'd have to ask the -- the third-party mail server.

A. Yeah.

Q. I'm looking at Exhibit B of Exhibit 2 if
you wouldn't mind taking a look.

A. sure.

Q. Is this, Exhibit B, an explanation of the
communications between the MRNS and the ES roughly?

A. Yes d

Q. Under -- or next to the first -- there's a
1 in a circle, and then there's some diagrams. And

1-800-FOR-DEPO

Alderson Court Reporting

www.aldersonreporting.com

App. 158



Charles Stapleton

Washington, D.C.

July 28, 2017

10

11

12

13

14

15

16

17

18

19

20

21

22

Page 140
there's some language that says, "The
One-Time-Password is a random code that is never
stored on disk."
A. Right.
0. And then it says, "It allows the MRNS to

associate messages sent with it to a distinct voter."
Do you see that?

A. Yeah.

Q. So the first sentence there that says the
one-time password is never stored on disk, what does
that refer to?

A. Yeah. I believe it's never stored on disk
on the MRNS. But I think the ES does retain it for
some amount of time.

So, anyway, it's not 100 percent clear the
way it's written right there.

Q. And when you say it's never stored on disk
on the MRNS, storing it on disk would be -- is that
the hard drive?

A. Yeah.

Q. And I think you mentioned earlier that if

something is not stored on the hard drive but it is
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received or possessed for some period of time, it
might be just in, quote, "memory." Is that what you
call it?
A. It could be.
Q. And what are the sort of alternative

places you can store something other than disk and
memory?

A. Those are the two primary -- those are the
two places I can think of where it would be stored,
you know, on an external storage device or in memory.

Q. And if something is stored on disk, is the
significance of that that, in order to remove it from
the disk, you have to take some affirmative action
such as clicking on it and choosing delete or
something like that?

A. Yeah. I guess the difference is, you
know, everything that gets written to any disk is
first in memory. Okay. And you don't have to write
everything in memory to a disk. And so that's what
this is intended to convey.

Q. And memory, 1s that the portion where, if

somebody is in memory but not on a disk, it can be
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overwritten whenever the computer needs to use that
memory, things like that?

A. Yes d

Q. The -- let's look at page 16 of Exhibit 2
if you don't mind. Now, this, under heading B, is
your opinion that there's no reasonable possibility
that the tally of ballots communicated by BallotPoint
to APFA at the end of the election incorrectly

reflected the winners of the election selected by the

voters.
Do you see that?
A. Yes.
Q. Now, first, you discuss the process of

casting votes. And is it fair to say that the
BallotPoint system does not use or require that the
voter's device use client-side encryption? Is that
CEUEZ

A. I suppose it means -- on what specifically
you mean by client-side encryption because the vote,
as it is sent to the server from the web browser, is
encrypted.

Q. So what does "client-side" mean to you?
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A. It means it's done on the -- on the side
of the web browser.
Q. So on page 17 of Exhibit 2, you say —-- you

refer to a conceptual vulnerability represented by

client-side infection of the user's machine.

A. Yes d

Q. And explain that. What is that conceptual
vulnerability?

A. If a client's web browser or computer is

compromised and someone were to install, you know,
malware on it.

Q. And so is the point of that that the --
the voter's own computer could change or alter the
vote without the voter's knowledge before the vote
ever is sent into the sort of encrypted channel to

get to BallotPoint? Is that the issue there?

A. Yeah. That would be the -- the --
exactly.
Q. Because I think you also say that when the

vote is being transmitted to BallotPoint, BallotPoint
uses an SSL protocol to protect the vote while it's

in transmission; is that right?
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1 A. Yes.

2 Q. So the distinction there is if there's

3 something on the voter's own computer that can alter

4 the vote before it gets into that secure

5 transmission, that's the, quote, unquote,

6 "client-side" issue?

7 A. Yeah. A client-side typically means

8 something that happens on the client's computer.

9 Q. Now, you say that although this is a risk,
10 you think, in this specific election situation, the
11 risk is pretty low; is that fair?

12 A. Yes d

13 0. And what's -- what's the basis for that

14 assessment?

15 A. Well, a couple of things. One is if an

16 attacker were to try to compromise enough work

17 stations of people that were going to vote, they

18 would have to know who all those people were. All

19 their computers might have to be similar. They would

20 have to attack them all at a particular time maybe.

21 They would have to create some kind of malware or

22 some kind of thing that -- that knew how the system
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worked, and what kind of information to send to the
system, and at what point during the voting process
to do that. You know, I think it would require
several steps.

Q. And so is it your -- your opinion is based
on the steps that would be required, that essentially
nobody would realistically bother doing that for this
type of election; is that fair?

A. Yeah. I think the -- the threats -- the
likely threats that would want to do that are
relatively small compared to many systems that use
the internet. So that's one factor.

The -- to do it effectively and easily,
someone would have to be very familiar with the
system. And I don't think many people are very
familiar with the system.

And identifying the voters, targeting
them, and then assuming that they're going to vote

would also be part of it. So I think it would be

unlikely.
0. And when you talk about the likely threat,
is that based on any -- did you do any kind of
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1 research specific to labor union elections or
2 anything like that?
3 A. Nothing specific to labor union elections.
4 Q. Is it just your sort of sense thinking
5 about it of -- of the likelihood, or is there some
6 other source that I'm missing?
7 A. What sources do you have?
8 Q. Well, I gather that part of this is just
9 in your own mind sort of just evaluating it

10 critically and thinking how likely would it be that
11 there would be a threat here.
12 A. Yeah. For example, a hostile nation-state

13 is probably not going to devote a lot of their

14 resources to creating malware to figure out who's
15 going to vote on a particular election, and then try
16 to infect each machine, and then assume they're going
17 to vote. I mean, I just -- that seems unlikely to
18 me.
19 Q. Right. And I guess that's what I'm
20 asking. This is just sort of reasoning that you've
21 conducted based on your sort of general knowledge of
22 the world, right? There's not some specific source
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that you looked at for this issue, is there?

A. I mean, it's -- it's pretty
well-established threat modeling kind of activity.

Q. Right. And I'm not saying that there is a
source that exists. I'm just wanting to make sure
there's not something that you were consulting about
this because maybe it doesn't exist. That's all I'm
saying. So there -- to be clear, there was no
specific source that you consulted about this; it's
just your own sort of threat analysis based on the
world as we know 1it?

A. Yes. And based on my experience doing
similar type assessments and tests.

Q. And in this -- in this regard, do you draw
a distinction between a union officer election and
a —— a political election such as an election for
Congress or for a state office?

A. I didn't make any comparisons to any other
types of elections or anything. I based it on this
particular election in January.

Q. So on page 18 of Exhibit 2 of your report,

it says, "Given the relatively low notoriety of the
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APFA 2016 national officer election (as compared to,
say, a national or statewide political election)" --
and then you go on to give your opinion.

What is the significance of this
comparison that you've drawn between the -- the union
election and a national or statewide political
election?

A. Primarily, the number of voters and the

motivation of different threat sources.

Q. So does this reflect a -- and I think
you've kind of alluded to it earlier -- a thought on
your part whereas a hostile government -- foreign

government or some other power may be motivated to
attempt to tamper with a national or statewide
political election, the likelihood of a similar
motivation for a union election is -- is much less
likely? Is that your belief?

A. Yes d

0. And, again, you've, I guess, stated that
you were analyzing this particular union election.
You were not analyzing a national or statewide

political election, correct?
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A. Yes.

0. You go on to conclude, though, that
there's no evidence to suggest that such manipulation
occurred in this election.

So my question is what evidence -- or what
sources did you check to see if there was any
evidence of those?

A. There -- there's no source of evidence
that shows that it did not -- wait -- that it
occurred. And, based on what I was able to ask and
see, I didn't believe that there was a question as to
whether or not that did occur.

Q. Well, let me ask it this way: If I was
going to go about checking into that, what are some
of the things I would want to look at? Would I want

to look at the logs for changes to the election

server?
A. If you were trying to do what?
Q. Well, i1f I wanted to find out if -- if the

election server manipulated the content of the vote
at the moment it arrived, I guess I would want to see

the code that the election server was running,
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1 correct?
2 A. Correct.
3 Q. And, I suppose, I'd also want to see some
4 sort of verification that the code that's been

5 presented to me was, in fact, the code at the time,

6 correct?

7 A. Correct.

8 Q. And, in this case, is it fair to say you
9 essentially relied on the representation of

10 BallotPoint that this was the code that they were

11 using at the time?

12 A. Correct.

13 Q. And you also discuss that, in your view,
14 there's little or no motivation for BallotPoint

15 personnel to manipulate an election in this way; is

16 that correct?

17 A. Correct.

18 Q. You said earlier that BallotPoint's

19 servers are running -- or at least the application
20 code that they use runs on a combination of Cold

21 Fusion and Perl; is that right?

22 A. Yes.
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF TEXAS
FORT WORTH DIVISION

R. ALEXANDER ACOSTA, Secretary of
Labor,

Plaintiff,
v Civil Action No. 4:16-cv-1057-A

ASSOCIATION OF PROFESSIONAL
FLIGHT ATTENDANTS,

Defendant.

STIPULATION REGARDING AUTHENTICITY OF DOCUMENTS

Plaintiff, the Secretary of Labor, and Defendant, the Association of Professional Flight
Attendants, hereby stipulate as follows:

Documents produced to a party to this action by another party or a third party in response
to compulsory process (e.g., subpoena, Civil Investigative Demand), or as part of a party’s Fed.
R. Civ. P. 26(a)(1) disclosures or in response to a document request served upon a party pursuant
to Fed. R. Civ. P. 34, or in response to a request made by the Department of Labor in its
investigation of the underlying complaint filed by Samuel Morales (agency case number 420-
6007132(03)), shall be deemed authentic for the purposes of this lawsuit only, absent good
cause. Good cause would include issues relating to the completeness of the document (e.g.,
missing or incomplete pages) or any conditions in the actual document or the manner in which it
was produced that brings into question whether the document was actually generated by the

relevant party or third-party or is what it purports to be.
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1100 Commerce Street, Third Floor
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the Secretary of Labor

Dated: August 2 ,2017
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